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What is the LOBO NCS? 

•A Platform of emulated Instrumentation 
and Control (I&C) Systems in nuclear 
reactor plants and critical energy 
infrastructure. 

 

•Potential applications: (a) cybersecurity 
investigations, (b) academic education and 
research, (c) professional training, and (d) 
secure reference model adaptive control of 
space reactor power & propulsion systems. 

 

•It incorporates: (a) physics-based Simulink 
Models of integrated power systems and 
components coupled to emulated’  
Programmable Logic Controllers (PLCs) 
via virtual machines; (b) novel emulytics 
capability of autonomous digital 
Industrial Control Systems (ICS); efficient 
data transfer interface and a broker to 
facilitate communications between 
emulated PLCs and physics-based 
Simulink models of various plant 
components, and an easy to use graphic 
interface with real-time plotting 
capabilities for displaying results. 

 

•Embeds physical hardware with Modbus 
ICS protocol.  

• Conduct cybersecurity investigations and 
risk analysis of existing PWR plants’ I&C 
systems. 
• Upgrade existing, I&C systems developing. 
• Develop cybersecurity protective measures. 
• Assist I&C systems development for 
advanced    reactors, and space nuclear 
power systems. 
• Provide education and professional training 
in nuclear plants cybersecurity. 
• Expand capabilities to support 
cybersecurity investigations of critical 
energy infrastructures. 
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ManiPIO Cybersecurity Testing and 
Evaluation Framework (CTEF) 

•Manipulate Process I/O (ManiPIO) can 
simulate cybersecurity events. 
•Writes to input and output registers of 
PLCs using the Modbus TCP protocol. 
•Captures and records Modbus traffic on 
testing network for further analysis. 
•Could investigate effects of false signals to 
and from PLCs within I&C systems on 
nuclear plant operation and safety. 
• Scripts complex simulated cybersecurity 

events. 
• Simulates False Data Injection Attacks to 

alter input state variables to PLCs and/or 
overwrites control signals. 
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Data Transfer Interface & Broker Program for a Representative PWR Plant  

•Developed Shared memory data transfer interface 
provides reliable and timely communication with 
Simulink Physics-based models of  a representative 
PWR plant and components. 
•It Synchronizes Simulink models with real time clock to 
support real-time PLCs. 

•Data broker and data transfer interface 
communicate with multiple PLCs making up the 
representative I&C system. 
•Uses Modbus/TCP industrial control system 
communication protocol through an isolated 
network. 

Pressurizer Water Level PLC Response 
in a Simulated Startup of a PWR Plant 

Constants of Proportional-
Integral (PI) controller of  PLC 

• Integrated PWR plant Simulink model 
is linked to emulated PLC for 
regulating the water level in the 
pressurizer. 

• Model used to set controller 
parameters for PLC to ensure smooth 
response 

Application to Transient Operation of 
ISNPS Space Reactor Power Systems 

•Physics-based Dynamic Simulink Model of 
space reactor power system with Closed-
Brayton Cycle (CBC) engines for avoidance of 
single point failure (DynMo-CBC).  
•Investigated autonomous control  and 
cybersecurity of space nuclear power systems. 

Graphical display of DynMo-CBC startup 

Representative PWR Plant Operation 
Instrumentation & Control System and PLCs 
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