I ntegration and Charactwcliean i OynbdrSedcnmgi oy ¢bEBREEWOIN Pl at f
UNM S NELL 022J u 2 §22

| nt egaadi €haracteri zdadtGBdOn T
Nucl ear Cyber Security (LOBC(
OpenPLC

Mo hamed-G&.nkEL Ti mot pAys nfacah rSiad neenr

l nstitute for Space and Nuclear Powel
Depar tTin@nt yversity of New Mexico, AlDb

Technical Work Scope:Nuclear EnergyCybersecurity Research Topics and
Metrics Analysis (NE). DOE-NEUP Project 18.5055. DOE Contract No. Nu
18-NM-UNM-05010201 to University of New Mexico (UNM)

Per for man®©®l 5P@ @ i6 &d® 022

Report NoSN®RSE@R2
|l nstitute for Space and Nucl ear ,Power
Al buqguerquea,t thM,/ /USAps. unm. edu/ r e

Jubk g


http://isnps.unm.edu/reports/

I ntegration and Charactwcliean i OynbdrSedcnmgi oy ¢bEBREEWOIN Pl at f
UNM S NELL 022J u 2 §22

Executive Summary

Thexpanuwsenfy di gital i nstrumentation and <con
nucl ear panwekre mdragyt siarsfsyel st s @ ¢ t varnedy ednupthtaesr n
nedd devel otpo dddsfnevcetsinwegtaent i al cybehbswall emaerr ab
l nstrumentation & Contr ol Simul ation (NI CSi m)
Mexi cob6s I nstitute for SpacleSNPSd Nuwunc lceoarl afbhow
Sandi a Naabtoircantaolr i le sa (290N NHBUWRaddedderse. needs
This platf ofhmsleadni®dsmphysbtmadelepr esentati ve P

Reactor pl ant and vtaci emsl| gptleacht orcompbypsaieoaab F
Controll et $e( pdi@gsi)&d@sins yAd epmar.t qf tthhei s OBfOf d\rutc |
Cyber Security (LOBO NCS) ¢ IS&NtPfSoutog oirst dceyvbeelraospe
testing of NI G68i ebiainfldi @ao INlaah cornsal)iTheb br at ent e 8 ¢
transfer i nt erifnracéeheand OB olN€asShagbkatanmd mcoor
communisba&t wemen the emul ated PLCIskke aln@BOt heCSSi
pl at€ouind al sosubpgpormsad e mioaxn drdeuscead ri com and pr
training.

The LOBO NCS platform is wused -basedv8smubal

model s of a representéatnked MWRt I mined emunlpatned
nomi nal opeéeratisomntdr avihen t he PLMedhbusd atl@sRe t ar
Data Injection TRhea alcikkemkddDSiAmYl i nk model s of

the emulated PLCs in the LOBO NCS platform ail
boh without and with a simulated FDIA on the

overwrites a false |l ow system pressure to tt
initially caused a rapid increasesisnurehdelLEy g
increase the power to the submerged proporti:
heaters in the pressurizer. The other emul ate
mai ntain the values of hlee pobpat atwiidarhi a1t athe i v
setpoints. This | imited the i mpact of the si

component s.

Investiagfatti loensaern f E®h At b emul ated PLC show t
regiissteetr successfully over wrndd resnh ialm0dOb¥ehmés/ i D h ¢
resceianrvcensd hgate ftfhpec b gr ammed | n p urte sspcoanns etsi noef oann
Bradl ey hardware PLlWGiannmgd OmpreintPalaucCuadeld! B4 GV art e
awi ad@ange of i nTphusti neuclFedtl &ditneedspta ni pul ate the r e:
both t-Beadl egnhardware PLThaenti tsh enuta@it keartpads P
to overwrite the value of the system pressure
activat e anedl eicnpcormeeansl et ot htehe | mmer sed proport.i
value and turn on the ptnheees sreidz drackfupa hreapre s
Theecond si mat tadtrequ eftDelrAt he hol ding register of
function to disable the watuer essysH gaeg ainmtug ur lg e
transient

Res wslhtosv t hat the input scan time significan

the si mul at ed,tNoced bruess pFobnhisAess. ©

hardware PLCs to

PLCs are <cl ose, regardl ess of t he swvuabljueec t o ft o
simul at ed FDI As, the percermtfagteh eio hRLt@ses esu cwie
[

ncreased t heFoirnptunte sscaamme, tilhrapeute g9 csa reBrrisa dadde yt h e

2



I ntegration and Charactwcliean i OynbdrSedcnmgi oy ¢bEBREEWOIN Pl at f
UNM S NELL 022J u 2 §22

hardware PLC succéebsffbéftypeveewttda gnee mcfoanpar ed
emul ated PLC wusing iBBef OpesRE bruuretdi meo. tThhe d
the two MaGsaMpeslkeud oTCP communi cati on.

The presdadmrtmones slutce eisrhittaudr ati on of t he emul
OpenPLC tWwice¢ We no@pBeQ NCS phEabhéocmpabil ity of t h
simul ati ng ampat denyvibeesimpgami s gs of emul ated PLC
PWR phmTaet moadnudearsa®BO eNSC phauwdpmpomt the devel
next generation cybersecurity and autonomous
|l ear reacspaceowec!| paanpewemwe seymaregns , s yasntde r
estiglRELICsn0 afesponses to simulated FDI As s
ht hlesput scanhceo mmenianati on routines I mpact
n&esear cher si rcfaor miasteitdiir@lipso conf i gur esst he P
ceptible tocoanppoonesktonl acymeni culdemtcbnt
racteristi¢asiggnedt byt at ceg bR @t t ack.

O wmwwmwwnw —>
oC O Cc oS C
DWW ODOO<O



I ntegration and Charactwcliean i OynbdrSedcnmgi oy ¢bEBREEWOIN Pl at f
UNM S NELL 022J u 2 §22

Li st of Content s

Executive Summary 2
List of Contents 4
List of Figures 5
List of Tabl es 7
Abbreviations 8
1 l ntroducti on 9
2Transient Testing of Developed Representati v
PLCs in the LOBO NCS Pl atform 13
21Emul ated PLCs in | &C System 14
2.2 Si Mwlmthnead Startup Transient 14
23Si mul ated Startup with an FDI A 21
2 . Aummary 23
3.Characterization of Simulated False Data | nj
Emul ated and Hardware Programmabl e 28o0gic Con
3.1 LOBO NCSeRlugpt for 25
3.Rrressurizer Model and Pressure PLZ
3.8i.mul at-ed &noeéqu8urTgeansi ent s 30

33.1 Responses of PLCs while under 34a Fal se
3.3. 2. Responses of Wat erReSgpirsatyerPUBOCs t o a
3.3. 3. Modi fied OpenPLC Source Code on Ove

Regi sters 44
34.Summary 45
4. Summary and Conclusions 47
5 Acknowl edgement s 50
6. References 51
A. Characteri zaitn omOB® NG NPLC 53
Al Characterization of OpenPLC Scab3Ti me
Al .1 Met hodol ogy 54

Al .2 Scan Time Characterization ReS@lts
A. Zommuni cation Characterization o0of59penPLC

A2 .1 Met hodol ogy 60
A2 ..2 Communi cation Characterizati o®64 Resul ts
A3 Summary 67



I ntegration and Charactwcliean i OynbdrSedcnmgi oy ¢bEBREEWOIN Pl at f

UNM S N1 022 u 2 §22

Li st of Figures

.A 1sclhematic of the LOBO NCS platform with
(EI-Genk, et al., 2021) 10

~-R bl ock diagram of the basic functions per

time cycl e. 1
Bl ock diagrams 4##fasient engprdatl sd ophyvsirepr eseni
pl ant and various components with the emu

(EGenk and 20cph2r i ener 13
Lal cul ated state variables of a represent e
Simulink model during simulated startups \
(EGenk and 29@Rriener 15

Lal cul ateerdi eshhilagse of a representative PWR p

Simulink model linked to the Pressure PLC
and with -eenkDbhAdQ2BRRri ener 17
Aal cul ated state varibhbhesuefng tapr pséembe
Simulink model linked to the pressurizer \
startup without -Gemdk« wintdh SamrkRInk LBRI0O22) .
Lalcul ated state variables of a represent e
model | inked to Feedwater PLC during a simn
an FDiGEnKkEland 289@Rr i ener 19
.Bal cul ated state wvearPiVMRo Ipesanaf uasirnegp rtehsee nltie
Si mumodé&l of the reactor coolant pump to t
a simulated startup

without and wosetntk am dR2BIARTr (i EElner 20

.A 3s.clhematic of the LOBO NCS @glRBRDFAI M with
(EIGenk and SchGeerkeet28R2; 2&21) 26

.A 3s.ketch of the pressurizer model showing
procé & ek, Altamimi, .and Schrienz% 2021)
.CABnt3rrol functiomps essSutriee PhiCasgswonri zdrdspr a\
and the proportiqri@énkndAlbtazkiumi heandaedr s

nSkc h20 2In)er and EI 29

r
Schriener 2021%Ge
0 theBradlpeywskear ovat @eaAtd!| ehe

.CdBmplar i son f

PLCs with input scan times @afn Zanand 5 ms d
Suroguet events. 31
.Re883spbanses of the water -Brpadlyeynidarhckvwadreag s v
and the emulated PLCs with input & can ti me

o6npari sons of MBesapldreye hawidtwrar Al laemd e mul a-
i n simul atedi segoneonueyestsgeuri ng nor mal
and while under a FDI A. 33

.Ra883s planses of the water sp-Bawpwdfegchioodwwar el
and that emul ated with OpenPLC, n@8minally
.Re8sBanse of the proportion®8rFaldéatyers contr

har dwar e atnedd tFhleCse,muncami nal |l y and 3ander an
.B&8BckWup heater cont-Bnhdfewchaondwauei RJCABRhIhE
emul ated PLC during normal operatd3iton and

5



I ntegration and Charactwcliean i OynbdrSedcnmgi oy ¢bEBREEWOIN Pl at f
UNM S NELL 022J u 2 §22

Fig. E3fe@t of increasing thkecRPh€Cageamftitme on
Mo d bhuosl di ng regi ster overwrites for the e
FDI A targesie@m phessur e. 38

Fig. Cd8mphri son of the responsBesPLdCfs,water spra
Durnogmal operatsiomulaamtded nEBIrAtpm@8ssur e.

Fig. Respdnses -Borfadilheey AHdredhwar e and t he emul at e
nor mal operation and while under an FDI A
control . 42

Fig. Respd®8nses of propobtyi ¢ halrAhd atye rhsa r cdovmatr reo |
PLC and the emul ated OpenPLC with and wit
water spray control. 43

Fig. E3f&4t of input scan time on the success

hol ding register hgrtthkbesemul ated FDCAduas
water spray control. 44

Fig. C&mparison of the results with original a
codes on the overwrites successes of the
hol ding register during FDIA. 45

A.Recorded scan time for OpenPLC running on
Raspian OS, and (b) Raspberry Pi 5i ni comp.!
A.Recorded scan times for OpenPLC & Raspbel
Fig.Becorded scan timessfaoag: mod)fvedt OpenmBChi
(b) Raspberry Pi. 58

A.A |l ayout of the testing setup for the comi
n

OpenPLC wusing -iissooll aatteedd naentdsvontoens e d ( gt Wonk ,
(b) Isol ated Networ k. 60
Fi A...Sawt ooth, sinusoidal, and trapezoidal repe
Simulink model and communicated t6d t he PL(
Fif.Generated and returned signals for 10 ms ¢
ti mes. 62
Fig. A.7. Recorded communication of a sawtooth signal on isolated andisolated
networks. 63
Fifg.Bormal distribution of PLC scans versus C¢
at different simulation timestep®$5and scar
Fif.€@ommunication reliability of Simulink mod:¢
a Python data transfer interface for diff
(b) Sinusoidal, and (c) Trapezoi @6al



I ntegration and Charactwcliean i OynbdrSedcnmgi oy ¢bEBREEWOIN Pl at f
UNM S NELL 022J u 2 §22

Li st of Tabl es
Tabl eDe3s.ilgn and oper at imrge pauvrainedrerisn 2 r eas ePrliR
Table A.1. OpenPLC main loop subroutines and functions in order of execution 55

Table A.2. Recorded scan time of the Raspberry Pi OpenPLC for different input scan
Times 95



I ntegration and Charactwcliean i OynbdrSedcnmgi oy ¢bEBREEWOIN Pl at f
UNM S NELL 022J u 2 §22

Abbreviati ons

A-B Al I-Bernadl| ey

DCS Di stributed Control System

DOE: Department of Energy

FDI A Fal se Data Injection Attack

GUI Graphical User Interface

| APWS: I nternational Association for the Prope
| & C: Il nstrumentation and Control

| CS: l nduf€ont albl System

| /: O | npQutt put

LOBO NCOBO Nucl ear Cyber Security

Mani Pl Mani pul ate Process I nput/ Output

NEUP: Nucl ear Engineering University Program
NI CSi mNucl ear I nstrumentation and Control Sim
PLC: Programmabl e Logic Controller

PWR: Pr ersismed Water Reactor

Pz Pressurizer

RTU Remote Terminal Unit

SG: Steam Generator

SNL Sandia National Laboratories

TCP Transmi ssion Control Protocol

TCP/ I PTransmission Contr ol Protocol over 1Inte

UNM SNRJSi:i ver si ty olfn sNteiwt Meex i fcor6 sSpace and Nucl
VLAN Virtual Local Area Network
vV M Vi r tMaalhi ne



I ntegration and Charactwcliean i OynbdrSedcnmgi oy ¢bEBREEWOIN Pl at f
UNM S NELL 022J u 2 §22

1. Introduction

The benefitsi giftadalntlirrodturci mgntdati on and Contr
nuclrearmpower ipnicaeuidsals @aé et yi npgounpeprorupr atiesg and
t hleoad factor by reducing the fredawrveavdire, of o]
i ntroduwdtgiidmlofsystems such as Programmabl e Loc
Control Sy)s,t espditsedd € 6 & | cybersecurity vulnerahb
measurements arfdNucobetrolEnerggallaisti tute 2010;
1997)I ndustri al Contr ol utSiyisst @lerest e(df Cnfestdomtdbornkasd i t i
fromt iy daetrt.ackkowever, r e c e ncta nspoapi hginsst iocna tcerdi tciyck
energy, retail and financi al i nfrastructures
penetr atgea pepveedn sacicrUKar me tlstlo o gNuxd ear EneA gy | n:
potentisa&lc uecwebhngtr get i ng di git adarkRalCse i batl&CIl rsjy
Attacks FOFDIPASL)s. with anat bgtmp nmpadisf, y atnh & Dd rAa |
and voltage sensor signals to manipul ate the
net wor kreedc ePiLMCi ng ,diagn tRDI Aigowlédst sendbfaims eni d ¢
taking control ofTeramicnoanln edn ietd [RRIMBD)t ebe. asbdtvb
Consequemall ye d&tesat hma nfiupnucltaitoens otf o tdhend ac grett
signahsrtalrd/ysog onp maomptelr ati on.

I n response to such thraptabitéeseasciwernh araea

inclusivity and breadth to investigate <cyber
Coble (2020) have developed a tool kit whi ch
Reactor (PWR) s eimuhletoopr. alshilsartdowdrki t i s wused
of a false data injection on the transient r
generator and to record the digital signature
ad Coble 2020) . The Asherah Nucl ear Power Pl
nati onal | AEA effort to conduct <cybEBwssgwirmty
E. Silva, @&hial sem@Dator | inkgaditvrea P3MRe ptl amd
| &C systemsd6 PLCs either as simulated-imodel s
t hleoop . Compared to high fidelity emulation m
model s are fast runniveg, nbutvewuwl erbaemidl n & i bees
software and firmware. Conwehtesepy,of pbysi dale
fidelity but is costly and difficult to scal
scalingmuidat &€ <yt dbreadomsggui cgl y and torn do
sandboxed virtual testing environments.

The University of New Mexicod0s I ns(tUNMte fc

| SNRS) col lvaib®a mdiiaonNati onSaNld e adloopedri les KOBO
Cyber Security (LOBO NCS) -vRPUlantefroarbm |Itid i esavedtir
pl afEkCGenk, et al., 2021E{Genk and Sc.hrifrBner pa@g2e2drm | in
Simul(iTmle Mat hwp hlk shia®@® 2Aedl)mo do f a representatiwv
vari ous coemptamerntads ethbdrysi cBLCharndwahe digital
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(Fi g- IThée) LOBO NCS plaekoemdabl enodal @at band pl
support academic eaerdd cpmrta foens ainan ale steraaicrhi ng.

o I ManiPIO
3 | Y | Cybersecuity Testing
Core Protection -_1—_-.-" : and Evaluation
Calculator PLCs | i ( i i Framework
- ! ! * Modbus TCP False Data
g -1 Logic Coincidence Processor PLC l : Injection
a 1 ' W} | * Event Scheduler
ﬁ ESE 1 . * Network Data Capture
E Engineered Safety _.!_ % ] : : I
[-a] Fentures Actuat ———] Initiates simulated
2 System (ESFAS) PLCs | cybersecurity
5 events

Reactor Regulator PLC | |

Yorrernrerannnas L )
Pressurizer Water Level PLC l I Simulated Cyberattacks using
+ Modbus TCP communication

I | to PLCs

S-Function
Interface

Pressurizer Pressure PLC

Simulink-based

Communication Interface Program

Dynamic Model of
Nuclear Power

Steam Generator Feedwater PLC l |

Reactor Coolant Pump PLC l | Plant State Variables
* ==== Control Signals
| -------- Manip'O

LI T
Main Server Node Isolated Ethernet Testing Network
Communication using Modbus over TCP/IP

Fig. Als@hematic of the LOBO NCS pl atfBrm wit
Genk, et al., 2021)

The Simulink models in the LOBO NCS platfor
| & systems wusing a fast and reliable data tr
friendly graphical interface-twmehdpbkptaynogfca
resdhes Mani pul ate Process | niptuhd OwWOBPQtNGECMamli &
i ni tsiiantueddsat ed cyberattacks on itnhceo rPphaddat(es gf orl
simulating cyberattacks on the PLCs and for ¢
anal yees .Mani PI O pr esgramr edseesargcnhre-dbceoc e usongs o
common pyt hoome lamulaatieds. PLCs each run within
|l ocatedppaoacenzis oi server nodes connected to tF
PLCsonnect toimhel aee wofk or i n conjunction
Modbus TCPmapraggtkeo smimuni cati ons between the PL
i sol ated networ k.

TheOBO NCS phaefgmemdevel oped emplhytdeadsseRIL Cs
Si mu-Mabh knahbself a r epRPWR epdtramdi ticvoempoch eahas aetier i z
operatiloinntwhdetnhe Data Broker and Communicati c
Eval utahiisngi nt egrati on and demonst rbaatsi ngpoad ®lup |
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a ntdheemu | at eadiemMpCstbdmet devel opme niphlreetsfeamlrjoexc t | v e

detail ed iartetalcicompepembrmasntdrate the integrat.
emul ated PLCssuemiatitfleedst oeat hEmedpnt éd Progr ami
Logic Controllers for the Protection and Saf

Representative PWR Plant, d BGenQ®y beerts exlur i 2§ 2 (A
phydiacssd PWR pl ant ctoamploendesnut nmmiti dt [eedbdrs t 1 ddd e d A
Phy shiacsse d, Dynamic Model of a Pressurized Wat e
Contrwitbra the LOBOIrNCYbrlrastfcardniEdenKppleit c aatl
2020bhd unctional int egrodt etdhePWR tpHheamutl amede |PL &1
demonstrated wusing theldii@BI@antNe®Pephbat barmr an
representative r eadcutranrogs tnaarlt wp nsdd & n aorniso amalt hwi

of the pregsuroi adMsc d dnw il €Ne

Sectitlornamsi ent Modeling of a Representative
LOBO NCS Rlvatlfumartm,s the integration of the dev
Simulink mod el of antrepimTédeenpraetsievnet e BEWR epglar
investigates the transient responses of the S
by the full set of developed emul ated PLCs (F
with one 9ob@bjtdet PL&sa si mul ated Modbus TCP FD
The results of this research demonstrate the

a phhpased dynamic model of a representative P
controllingadi édfhemems ®cSeméti ons. The present
nomi nal startup transient for a representatiywv

simul ated FDIA targeting pressusegstPe@ proe smauwnri
primary | oop.

Fi g.A 1bl2o0ck diagram of the basic functions per

I n addition to demonstrating integrated oper
NCS platform, t his irrepegttihges eend sh € hemuleastud d
when subjected to Modbus TCP FDI AsPrgeevnieoruast e
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i nvestigations ofts Mohgeb ulsOBIACPNCGDIFRAlsat f or m s how
FDI'A overwriting the Modbus holding registers
100% of the tim&ebObBecROi2dyer iTshbh sedblewiatvh obot h
emul ated PLC and BhadlcegnonPirl€Ceda |l t Al t Ba LOBO N
when targeted by simulated FDIAs using the Ma

PLCs perform their control operations in a
eah <cycl e, the PLC performs three specific o
scanning) the input values, (b) executing the
(c) writing the output val uedsBOf d\IrCSs uhas eaq uber notk
communication interface program send calcul a
registers o f t he PLCs usi ng Modbus TCP comm
simulation timestep of tFhDd Asi muhlea t Maomi. B 1 ODu rpi rno
write requests to the targeted holding regist
the LOBO NCS data broker.

The interplay bet ween t hese di fferent, un
contr i kutei nogb sted ved failureon$i dptaentwli ynué at bd
hol di ng Resginetsdahy ssti gating the edff exn erhultate
and a hardware PLC on the response ®bcteomnmnde
-Characterization of Simul ated False Data |In
Har dwar e Programmabl eiTshbhoct Cenveasntdi gasmpar e
responses of an emul at eBr @dICeyanRILG whimmer co rafl

pressurizer in a representative PWR plant dur
and while the PLCs areModldes &BCHPReFDIleAs oif nistil
Mani PI O framewor k. The conducted parametric ¢

i nput scan time and the register targeted on
during a simul at eels FIDHA. r ¢ 4 p ad sseos cofmptalmre PL Cs
resulting opermadeodh prfedsher iphegrsi mesdel

Las,thg wAppkem#hClkxarmacterization ofi Opea®LGatn
the perfor masnacler od @mhdéen Wip@ae f or tle t esnaml tah e d
scan time of the emul atexch MRIh@s cwaisngt@merny P bE

actual scan time of the control program and
hardware PLCp typhtsllconkestent scan ti mes u
cl ocks, it i's necessary to understand how cl
Based on the results options are investigat ec

t iem of the OpenPLC software Ry uimbgu daytiduneegy t h e
communication timing between the OpenPLC and

LOBO NCS platfor m. l nvestigated are arhetiemd,ec
and the communication network on the timing a
bet ween the PLC and a Matlab Simulink model [
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2. Tr anslieesrtdibnegv e | PReprrdesent ati ve PWR Pl
Emul atedtheCsd OBI® NCS Pl atform

The LOBO NCS platform links a multitude of
physiacssmddel a8 pDépreseoakadr veoweare PoILlsemssf ul |
eval uatdegp ewd e heltyp hnykdeidcsse d c smopdoenlesntand t he in
pl ant meelrk , (d&t. Thlise c2d0eznPo)n sit mtae ggrsat d @ewne lodp etdh e
LOBO NCS pbaef adremel oped PLCs in the lo0&L syst
representative REPWRI tpd acnd mpmeordee | t he rtehgph&€8ses
during nomiaradh emp etrhaet ieomul at ed PL QOWo dabrues tTaCrPg e
FDI Asi ti athiengMamyi Pl OGemlo,gr emT ReEil mRI0O2tlgda r gRIt As
the input nModrbeugsioshiediraise @efmul aned hRLCKRE&T Sgst em
oper atuiraam g mulogpteedat i onat ar amesicReosr uel\gdslatr fa ¢u e
LOBO NCS o@sl agatfoolrsmt jwul t aneously communicate th
receive command signal s. fTlownlsiriued teinpsluer i enngu | sant oe
operation of the connected Simulink PWR plan
without. an FDI A

Hot Leg Mass Flow Rate

W * Heater Control

1
I |
Reactor < T I Spray Control I > Steam |
i =% Regulation | I Flow |
1 PLC T -7 | Pressurizer e U 1
1 cold | | Pressure System ! : -: l
! : ! S : Feedwater | ;
I Control eedwater I
I ontro 1 : + + | Flow Iy
——————————— I
1 ! | I' Pressurizer Pressure I I
1 Reactor Control ! | - I 1
| ! | b Pressurizer Water Level | I |
1 ! o - 1 |
1| 5 2 |
I P 23 ! |
| g = 1 |
| | Ly & . Feed water I
! : : \I/ Hot Leg | Control PLC | 1,
1 |
O B LKAy
I Power . -; 1 Steam ! L,
[ 1| Generator 1 | |
\ Pum
1 Cold Leg 4 \IodeI‘)l . ; 1o < Water Level : j ===
: l l Charging p M T -;
: Flow Control \ 4 * \ 4 Letdown 1 T
| Reactor Pressurizer Flow Control | feedwater
I Level System !
| CEDM: control element drive mechanism ] | !

Fida Bl ock diagr ams ebfasierdt engprdeetl esd opfhyasircespr esen
various components with the embdmk ednd®LC
Schriener 2022).
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2. Emul ated PLCs in | &C System

FigBrle shdwsBOt NeCS pl atfor memahRBLEdr ed wihteh pt
Oper at i oyns tl e&t. The eaemahRatsesdurRL PsL C, Watheerv pF e s s u
PLC, sttelaen gdaed watoer ReRalcReogru lhaet i on PBRIm@G, P&&Cd).t he
1..1)Tkhe PLCsthecealVeusnaed vatiuables by the Si

pl antés components and send back contrisl f eed
section suUummeartiieosn st doHe tetathilds ewWBPdeCekal et 2020) . T
ReacReogul ation PLC monitors and adjusts the
setpoints by the operators. It comparesatthe d

calcul ated by ptohtntcetupé¢ emang acthops atulhe cmalmode
ThEBressure PLC monitors and maintains the s\
preprogrameldc ongtripdi rettle.ctri cal power l evel t o
heat esen owurafifcalhepowercttro t he 1| mmeresgehde back
opening of the water spray nozzl e. Tihn ke PLC
presswheammest em pressure surpasses a maxi mum se

and reesgutlhaet wat er | evel in the pressurizer and
The water inventoryshwny ¢dhret polilmamy t lo®psatas u
primary |l oop from the <chargi ngl epudnopnsn avnad vweast.
pressurizer o0s water | evel and pressure PLCs
inventory in the primary | oops.

The steam generator feedwater PLCs <control
(SGef) t he ®pugaen twtahtaetr tchoemt altbee bundlss Thesé h®L S¢
monitor the measured watersahdvalj ustthbedpbpane
flow. They also accommodate the change in the
t heel ectrical Adjoasglt idregnatnde opening of the thro
pumps and the water injectiohedecdwatTdreerpatimep.am
PLC resghkeatdaft rotation speed of the reacto
primary | oop. This PLC uses the <calculated w
primary |l oops to determine the tarhgetpugnpasf tt ot
match the target value.

22. Simul ated Nominal Startup Transient

This subsection presents theusetelyd t sntodgrat
Si mumbd k|l of a representative PWROpprani ohi h k€
systesn (FHEHNUI|I at eedmpPllao@y sespoeunr ce ar chi tecture us
runti me software (Alves and Morris 2018) wi t

addition to thethd®LBsdelonttolollowsnpatwsser input
control asbBembkenesorncore and the solubl e boi
Simulink mo d el uses a fixed di screte simul at
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confiwiutrredan i nput $bhanLOB®MeNGE 88t @i gandf 4
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| (3)Reaches Q_ —20/6 i : : ; i
(4) Start decreasmg Boron to 1260 ppm? | | ; | 5
)] ReachesQ .= 50% j : ]
L (B) Start decreasmg Boron to 1180 ppm | b
(7). ReachesQ —90%”7 LN I T T
(8) Start decreasmg Boron to 1160 ppm ]
(9) Reaches Q_ = 100% i 1 ]
s ~With FIDA" ]

‘ Neminal
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Fiugs22-26 pr esreemrstulttlse of t he si mul at etdr asntsairetnutp
beganhsa hot criti)aallcohduti orawi o6th: cdal ant |
rotation speed of 1, 053j.nlt or ptnh ea ncdi rdciuslsaitpiantgi nwg;
|l oops, ( b) the pressurizer operation <control
mai ntainprassyseemf 15.686 MPa, (c) the circl
mean temperature of 565 K due to the ther mal

heat from the hot | egs of the pri macriyr cludoaps nig
water from the secondary begpwswihthden anwil mg etdh
el ement assemblies in the core to .Rh2berand@. 07
increase the reactorf wlolwepower 2Wa |l.aRe.6)(tpsoT hnetmi 2n
rate of steam supply by the SG increases comn
power.25kFi g

At point (2), the control el ement assa&mbl i e:
tot al of 27.77A of external reactivity and r
(poi nt .2Z2-26)n aFlidgsi ncrease the rate of steam gen
side of the plant. Thesehaecondtoiahsowar ehbebkég:-
steady state operation at this power l evel
assembl i eso glmo rnt dweatdio raed dhi t i on al external reac:t

the concenotablenbof onhénsthe circulating pri
The boron concentratdieemns¢ei@s idt, i286I101. 6 Pptpml t D2 b ry
power up to 50% of .22@@i.nalhi(spaciomtdo® sipmumbbi g ©r
for the operators to recalibrate the nucl ear
concentration in thé upad  hinat1&0|] bopprieco eiaser ea
to 90% of nomi na226( poThits 7powermrsigawnwe! ft @r one
recal i brate the nuclear instrumentation prior
boron concentration in the primary | oop decr e
power everetdwabd ynomaoh!| (fop o i3n t3s7ZR-2.6MW Fi g

Fiugs@2-26s howcaheulraatnesd e nt values of sel ect S
during the described s22actapesefjueheest Resulbt
by dé&eel oped reactor Simulink mod3at anetakt LK
pressurizer model l i nkedi i&ioBdachae oefP hpersi smuarrey H LoQ.|
model l inked to the pressurizero6s Water Level
Fiug 2sabs hoWws cal cul ated state variables by th
PL@nd Fi gthe2.céalicsuloaft ed water flow rate and t
pump model | i nkedDutroi ntgh et hpeu nspismuA LlaGsed $shart u
the reactor th2d)mahcpewsed( Fhe fl ow rate and
circulating throu3gzh)th@heeaotoerasedet éfmpgr at u
reactivity feedback, whi € & c teiqwiatl ys itrhse rptoisoint,i
reactor core critical wWiza )h. nelne cemrroe smdmdi e
temperature of the cool alute tdret eirnicnrge atstee mad a
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producti ont he ttithrebiSrGe tion t he seco25dar yAsi gkhowli
in . Edg the increase in the exit temperature ¢
i nl et temperatur e, increasing the baotk. tE8mphbt
increase in temperature introduces22a) .negati ve
20'I"'!"'!"'I"'l"'l"'l"'l"'l'7-0

(a) s i : o
S agfee : : | J : nEE =
o A ey @ e e s [}
= (1) | : () —OMWT —5653K—: 50 3
o 18 & —&— . . ) US'"Q F°d5 N 40 T_l
> Fo . - (3) Reaches Q= 20%; B ot %
4 L. & i o (4) Start decrea smg Boron to 1260 ppm 3
s e e b (5) Reaches Q__ = 50% ‘ - 380 %
17 - EA an’llrll:T:)lA| Tt (6) Start decreasmg Boran o 1180 ppm H %
£ Fo - _in (7) Reaches Q, = 90% : 420 M
2 [ ‘W EndFDIA; |l 1 =
73] - ] : : @ : (8) Start decrea smg Boron to 1160 ppm ! 5 7]
> 16 | s ol il woof) Hna e Gpop G oo o] 100 0
@ — ———— G . W - - o
- (1) @ L e 66 z @ @E © Jo
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= F s N o} : 1
o - | T 0 ]
(i8] - [ ! ] £ ! o ] 4
g 1200 - iwinFoia = R g
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g [© e
IS C - S Y R R TR, 7
S aof B o0 brft-H--o
3 - ‘ - T s,i Hy { i 1
[ Lo 1 z RBAE  5h Pasn 0 I R 1 ST 1 A
12 -+ ——— With FDIA ay m |1§', -
> 5o [...-———— Nominal 2R ot ]
= L | A | StartFDIA @ a8 peeslbpoplpbitie]
) . | m | EndFDIA ) - P meanhi 1
i, T : = i '_._.4'“.4. 1 1 B R
O ro s L Lo nnnd
= dapees 475 5.00°525 550" 575
5 [ ]
% Co ‘ ‘ Time (hrs) -

a 0 — O e T : G—&
i 1 (1)I 1 1 i I(2) 1 i 1 (|3)I i 1 1 1 |: 1 (|5)I (6)I 1 1 i 1 1 & (T)I (8)I (g)l ]

0 2 4 6 8 10 12 14 16

Time (hrs)
Fi.a3.Cal cul ated state variables of a represent:
mo d e | l i nked to the Prsetsasrutruep PwiC hdouurti nagn da
(EiIGenk and Sq9g.hriener 2022

17



I ntegration

and Charactwagligan i OynbeireSedc nmygi oy

UNM S N1 022 u 2 §22
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3 - (8) Start decreasmg Boron to 1180 ppm
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Fi.@4. Cal cul ated state variables of a
Simulink model l inked to the pre
without aan#&@¥Wetntk and Sq9.hriener 2
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800 ) | 1 1 T | ) T 1 | ) I T | 1 1 1 | 1 1 1 | 1 ) T | 1 1 1 | 1 ] 1 I T 2000
-(a) (1) Start up using rods. Q_ = DMW T.= 5653 K | ; : 9) 7
(2) Increasmg Q. usmg rods : : s
o " | (3) Reaches Q, =20% : : ; 21500 =
E‘TJ 600 [~ (4) Start decreasmg Boron to 1260 ppmy T T e s st g T e e i %,
= [ | (5) Reaches Q, =50% . o B
i - ! 1 -
' (6) Start decreasmg Boron to MSD ppm 1 >
= - | (7)Reaches Q__=90% ] : : ] 1000 g
£ 400 [~ 77(8) Start decreasmg Boron to 1180 ppm’ ™LA T e [}
A " (9) Reaches Q= 100% ; : ] (14
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@ o i . =<== WithFDA £
L 200 [o(qye ~erzmb e Nomingl 5
0 G ‘A Start FDIA Jdo 0
. . End FDlA ]
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© 200 |- i e —_With FDIA. ...
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A Start FDIA ] 71
[ | End FDIA .
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Fi.gb.Cal cul ated state variables of a represent :
l inked to Feedwater PLC during a @&#tmul at e
Genk and Sq9hriener 2022

The Feddwatadrj usts the rate of water 1injectdi
at the preprogebhmed Thet pmaigmti t uBiegof the adj us
t her mal power during the simul at ed tdtea rPtres sturr
PLC maintains the system pressure within pre
pressurssl|l clgketitpst i ve t o the nonkimgd) .vallluies bibs 1 °-
smal | adjustments of melre edl eatorpioaa B3bphavenrt etad e
the water droplets .2fr)a-GeElk, t Akt pamemsuramer S¢

The ther mal expansion or water in the pri ma
causes-ia sterrguéi Nt o t he2dlpreslsmurieeporfdFe,g t he Wa
the pressurizer decreases the charging rate o
pressurizer within pR8pradno)a meblde cyempsginmy st rh@eFE &
bel ow the |l etdown rald)i eccheaprismamy theopot@
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the primar3d4a) oopbe( Wager Level PLC increases
the reactor bul k .2Z9l.iagTthh dlepnp ea @a¢c amrmo  &tieg t he

of the primary | oops <coolant while mi2Ra mi zi n¢
anéaic) . Over ti me, the water l evel in the pre
reactor t hiemaenaé aspioomgerl, i nearly during the sim
peri od&2alf E3a § s
Ri swagerinetvlee pressurizer incZdajsepromet sns
Pressure PLC to decrease aahehpawerstanthaecsubl
spray of subcooled water from the cold | eg i
(F9 2 4ch) . The soan It hencaleaarsgegi ng rate of the pr.i
and (9) dur iergartihoe isst abbd wgpussec t he P controll
adjusts the charging rate when the reactor th
(Bgi2. 5¢) . To compensate for these differences,
water | evel with the2 gmag¢programed setpoint (F
1080 T ! T T T ! T T T ! T T T !l T T ! T T T ! T T I! T T T II T II’ r 15600
[ ] : 5 6) g = -
— : : : 4 ; = 8) (9) | !
o () : s s : = =3
o (2) " 115300 3
o] L 3 : : ; (1)Star1upu5|ngrod5Q —DMWT —5853K o
% 1040 oo ---(3)--.-(4)---------(2)IncreasmgQ usmgrods u(;
(% Lo E : | (3) Reaches Q, = 20% 3
g_ =3 (2) zg; gtea:c:::réamfgsg%ron to 1260 ppm - 15000 %
03_ 1020 [ireo o= = With FDIA-----—-(6) Start decreasing Boron to 1 180 ppm'""” -'g
L : Nominal (7) Reaches Q. = 90%
P A Start FDIA (8) Start decreasmg Boron to 1160 ppm
ke | End FDIA (9) Reaches Q_ = 100% : .
1000|I|||I|||||||I|||||||I|||||||I|||I|14700
0 2 4 6 8 10 12 14 16
Time (hrs)
Fi.g6.Cal cul ated state variables of a represent
mo d e | of the reactor cool ant p

mp to the
02

u
without and(EWetntk aam dFBIgATri ener 2 2

The pump PLC increases the shaft rotation ¢
increase the mass flow rate of the water <cool
in the reacad dn .pdadvesedEslhpaft rotation speed i
hence the flow rate of the .art)er Tdeo lpaumtp isrh atf
1,053 rpm at the start of.2t7h)e isnicnruel aasteesd tsa alr,t

ed of the external reactivity insertion at po
thehrl7l ong startup transient and | evels off |
the simulated reactor ds tPaMRt uppl atnrta nSii newnlti ntkh em
operates at nominal full power conditions.

20



I ntegration and Charactwcliean i OynbdrSedcnmgi oy ¢bEBREEWOIN Pl at f
UNM S NELL 022J u 2 §22

23. Simulated Startup with an FDI A

The next subsection investigates the transi e
mod el l'inked t&€ slystRmMCsluirmnighe¢ hke& s ameivet ar t u
Secta @nbut with the pressurizeros pressure
simul ated cyhkér dt t=acbk hbresg.i ni nto the simulated
sy mb dli .ggi6) at the end of the secondoewiter nal
control el ement assemblies are withdrawn fr on
20% of t he .22ana3xl ThRegsMani PI O peofgobamswbsli €
pressure of 15 MPa to the ModbRISC. nlputr éopans
PLC6s |l ogic programming sends commands to tt
proportional and backup heaterlky foaffy Dmhe amidm
|l asts for 0.5 hr. (82026) d agdabeysegmptbwhi ch Fh
returns the plant to its nor mal operating con

Fi gwlkie8compare the results of the simulated
with a FDIA targeting the Modbus input hol din

earlier for a nominal startup withedtFQl A,DItAh
Simulink model of the integrated PWR plant C
nomi nal s tianrttruopd. uEinWye rt thiree Mani P11 O program co
overwrite the system preswiutrle an ahei Modiball N
MP a . I n response, the Pressure PLC sends a co
full power and switc.l23bt)h e Thoagcek thpe rh & ehteesres heema t (€
to the wat eers swirtilziemr twhhae chr i ncrease the rate
vapor region of the pressuri23e)r. to increase t

The simulated FDIA on the Pressure PLC rap
duration o0¢23ahe HDI A (pPFiessure peaks at 18. 238
the nominal pressure setpoint of 15.686 MPa.
the PLC to koemplddep thrkeasedtser spray nozzle ar
val ve. During the simulated FDIA the Mani PI O
progirmm he LOBO NCS to write to tAte cheorltdaiinng trid
during the simulated FDI A t het rduaet ap rceosnmsmurne cvad |
PLC6s input Thbéséngnsegnsésgrcorrespon®3t o the
and c¢c. When Rrheesys u@sded WA Ct tsh # @ -poricegshiseucte by mo me
shutting off t Henghevaattedrirso pprthyy i hpéeot the pres
condensation and decre®8ax )t heOnsesttehm Bri enud wart ¢

again overwrites the false | ow pressure the w
back hen.bfralidfures to overwdoteot heipgrizfaitdiarett Irye
t hiendurciesde i n the system Tphree sisrua en sdiusrtienngt tohvee r

PLC6s holding register by the MpdédsuesntTe€d IFDI B
3.
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The i ncrease i n sysuregre sprefsstulree watuesre sf roaurh t
hot | eg ofobhp.gppr.gnCaornywer sely, the decrease in
t he actuati on ofayt hcea uwatse rad rdouar pfldede shestprl eg i n
During the sernesandofusthegreenitisget he pressuri ze
attempts to change the charging rate of water
presszer at the pro@dca)mmeTdhissetrpeos iniltt s( Fiirg osci |

inventory in the primary | oops as the Water

charging rate water into the pndmamngr kaspsi n
pressur e, re2faeyrti valey combganed effect of t he
adjustments of the water charging rate slight
compared to that( BRgHNami nal conditions

The changes in the system pressure alsochffe

as the densiarwyd amelnwea stclhsi mgss fl ow rate of |
pumps.26Fi gThe Pump PLC d&laf ghtrilof adadjomstsperde o
mai ntain the flow rates through the reactor ¢
preprogramed setpoints. The effects of the si
temperaturesaramadbdltlse cattztué ax ed by the SG Si mu
negligi.bZce a&2@H.i gs

Once the simulated FDIA ceases, the Pressur e
val ue. The PLC acts to rapidlyy ohemnriemags e hteh ewa
nozzI| e234d Fagd <c) . The Water Level PLC al so ac:
primary |l oops back to nominal24aiandiaokp. wiha ¢
actions dafa mptiekhnes dPseCi li Inattihe water | evel unt il
( F923a 24c ) . Most other state variables return t

startup wit hoae25an THDel Ae x(cFeipgtsi on i s t he pumps¢
beause the Pump PLC does not adjust downward
than nominal during the simul2bted startup tra
The present results show that t hesisginmufliactaendt
increases the nsyshteemprprimdaesyFMDdoApattempted to

system pressure to the i nput hol di ng regi st
Occasionally during the siamuletedd FpPeé®A t heoung
and it reacts to try to bring.the prheessseuriensttc

effects on the pressure rise during the FDIA
Pressure PLQ ersessutrcer ebsy tihnecrppasi ng the rate of

vapor region of the pressurizer. Simultaneous
into the primary |l oop to bring the water | e
a terwards. During the simulated startup with

in the | &C systems of the PWR pl ant kept ot h
during the simulated.222@r.tup without a FDI A (
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2. A4.mmAary

Thisection demonstrates the fuaft thieornalBiOt yN CHf
Pl atdwmrimng nreonmnitnaln oapnd wWhCGslyes t RIMGs oifn at hee pr e s ¢
are subjected t o .Isn e ddtaitdghae ecryebseproantsteabcakdse dt h e

Simulink models of a representative .HWR, and
Mani PI O software progrhRntrAae gertamedarftiieEhe i mu | :
Si mulreetaecd or st &r omp as dheonp a mheas critical condi t

reaching nombnalatefadltherpmpaede at of (BEmIAT At MWW PLCs
running within sehpearplt &naVvsVio nspeenoifl ® r @ o 0 t Tr hoel fo
coupl edt oPLtChse Si multi nnko ddetMReupsl @BO NCS data bi
communication ibDoaermngceéeher os,emaubsait edo sPtLCoskt u p h e
pl antdéstdbusteadnpsstate nominal fulll power at
Comparedi awvesttrihgpaulitosn of i ntroducing a si mi
Pressure PLOpematumhempl| amte same startup seque
Mani Pl O pr oga asn npuloadtuecodE DMoAt bredap a&LtPed|l y over wr ¢

low system per ecsosrurrees ptoondh migd iPnLgC riengpiustt er . The
initially caused a rapid increase in the sys
increasestupptl pevlede submerged proportional hea
backagpt éhr s i n t hei muleDtbalti ezinegri. esrifyme |taitmedsmd e p

overwrite the dHyswtwmirpg et heomnUdnMi cati on inter

LOBO NCS occitadhenalrlug wial ue of t h@épanesteewmi mmge
t he mani ppurleastseutitudee WP L €osmenadsds t os uabcnteiregaetde r 5 h e
Similar | ywt,usanthet Pd Cwat er spray into the wvapor
recethengrue system pressvsamtes vaildienotfThiempadctso
t he system praepspsl urcea tkidoAn nodgf hte hhger e s s uITihze mexrn e s
section ihrev ebsethiagvaitoers otf t he PLC taammdhareaedteyi ac
how the PLC6s input scan cycle affects its re:
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3. Characterization of Simulated False Data Injection Attacks (FDIA) on
Emulated and Hardware Programmable Logic Controllers

Resul ts pgrhes g@mrteevdsdiwosy adidzdttA oonv €fr wg t he Modbus
regi $t lgperse secRimre sRAlI® @itlcedoverswspemd here value 1
t he times pidskhislkser etphoirtt €#ink, et f @idi .mu(VMa@2d)s TCP
FDI As on an emobmmedcP&dlC haddware PLCTBESVIi Ng
Ssimul ated dieDIlinbgle®S® pressurizeri nseagudonug undge
transients. The simulations were for the PLC:
and-G&Ehk 20kCbEhavibr otbhlseremuliast éardotPLaCn ar ti f act
emul ation platform but al so-gperament hd ocomme ri
Al I-Bernad(IMyhar dwarAe vRIsC and Morris (2018) obser\
expmeernital |l y investigated the effect of a Modbu
a soft PLC developed using the OpenPLC runtim
Al I-Bernad!l ey, -EBEebtheider and Omron. Thel trhetfets t asn da |

programed with the same controller |l ogic to m
i nput signal s. The simulated FDIA attempted t
internal counter of theposmnidemdaldigudlesexn.t | Al It of |

FDI A. The FDIA on the Omron PLC consistently
OpenPLC runtime and the Schneider Electric PL
the counter repeat ddley trrauwee ratnidn gf atlos eb evtaw eueens
simulated FDIA cyberattack competed to writin
alternated between threesdiwhielrentth e a3iueme mass F
by he sikFmlAtwesed iThAttihnhceo issiusdtye be haivelaveri wa dg
by ot her srheoswesairtedddaenri i e t o the LOBOuSE®d pihaet f o
interactions between the P4iCnulEdDtim&d ni cati on p
Factors that affect the observed response o

include: (a) how the PLC program uses the mem
as an internal storage or coufnttere RWLA, ($HYych
programmed input scan time. Therefore, it is

could affect a PLC6s response to a cyberatta
safety and securivagriodusa inuduetari oll aand aemnmer g

presented in thisnvesctigmatai mndt eaompare the r
PLC wusing OpenPLCgraamdle ah acrodwnaeddéce wll IPdrC, confi
pressureePp€Ceésurther in a representative PWR
transient operations and while the PLCs are wu

i)i perform parametric analysis to oqeammnidf yt hteh
register targeted by a simulated FDIA on the
pressuriizari,nvarsdi gat @&afedlhAe ocenf felce OpenPLC wit
modi fi mpr bwe consi st endynewa(®Shelctth)e. i nput scan

The LOBO NCS pl atf or m-blaisnekde d raa nS&ii neunlti nmko dpeH y s
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( EGenk, Al tami mi , and Schriener 202 koutracean
OpenPLC runti meBraandd etyo Marcr All logn x LE€ojhi@ehcecii &Ine
and-G&hk 2021) . The pressuri zer mod el simul a

sequent-imal asdugerryents of water from and to t
|l oop of a representative P¥RtpeantteTbé paEes

pressurizer and the electrical power to the
water region at bottom of the pressurizer. T
and t her &Ad Il ey h acrodnwpaarree dPLFf@r di fferent values
nomi nal operation and when their I nput and
simulated FDIA scenari os. I n one simulated FD
| opwr esautmue Yo the input Modbus holding regis
simulated FDIA the Mani PI O program alters the
the PLC to prevent it from activatisgcttihen wkari
describes the testing setup used in these inv

3.1LOBO NCS Platform Setup

The LOBO NCS platform detailed i-Genpkrexymaus
SchrienetGeRgk228t &Il . 2021) , l' i nksreadymasme ot &t imw
plant and various components to emulated phys
Et hernet testing inrettevpr &t edFi RWR 3p 119 mphsfBiems!| i n
based model s of the mrti ntaornymolrnbeonqgtastaentde avivaer ri soauts|
during nominal and si.mumAaetfefdi cogetrt atsiyonnc htr o a 1o g
intecbmmani cates coalandafedmvahuext erHaahln, i nt
Schri eneie,nkamdPBI) X shared-pmeme@rsys icrotmemuni cat i
the generated data by the Si muflunnckt ipohny stioc st hmeo
interface 3PIr)ogrTalme (prfriggr ami ng semaphores in t

acceosd htt shared memory | ocations O6Publishdé a
communication between the Simulink simulation
The data transfer interface program communi
maianths a master record of the calcul ated va
pressuri zer model and the generated control
contr ol the system pressure an3d)t hddahwena tberro kleer
transmits the appropriate state variables to
control signals transmitted back to the Si mu

Separate process threads Pmaln aagned ctornmanmusnmicta tti hoen
state variables to and from the main data br

communication interface programs run on the s
data transf e3rl)li.m tagedrrdf aoar enfFel([dEGesbgp. e tecittehde ramu | at e d
contr caVIMer pdrsysi cal hardware connect edhhteo t he
| oop.

The Mapi®gOam in the LGBQ INCISr topol tact & og immu | at
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targethnpgtdg haend outputs of the PLIEKGenkn arhde I
SchriendheERD2R28 fuwctittonglhy Modbus registers t
values of the input state variables and the o

External ManiPIo Cvb —
Interface ani Y} ?rsecurl y Testing
= = and Evaluation Framework

* Modbus TCP False Data Injection
* Event Scheduler
* Network Data Capture

Publish

Initiates simulated
cybersecurity events

Simulink
S-Function
Interface

Simulink-based Pressurizer Water Level PLC

Pressurizer
Model

©
c
m
o
-
o
-
m
1]
-
1]
(]
O
(]
©
1]
Q
—_
=
=
=
=
=

Communication Interface Program

Pressurizer Pressure PLC

Fi 8L A schematic of the LOBO NCS pl atEiGemkwi t h
and Schri eGeenrk 2e0t2 231 .EI2021)

3.2. Pressurizer Model and Pressure PLC

The vali ddbtasedphyaincss ent modea&8R) otommrei spase st
regi ons: an upper region of saturated vapor,
surge region ofEGeubkB¢o®dl eadami mgui Gaoldr iSecrheri eard
Genk )2G21laccounts for odhesged fteakinhg phlyace awi {

These include rainout, surface condensation o
flash evaporation Iin{éi gheBs@a)juowerdr e@ipom o f
accommodwateser tthirat ent e@rns ffroolnm otwhien gh oat sluergg eo f
Energy supplied by the i mmersed heaters in t
l iquid to saturation as it mer ges urnitzoe rt hneo dnmei
assumes the same pressure in all three r1regi
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conservation equations in these regions to ca
pressurizer during nomi maldeadnal spamasicenntsepén
the fluid properties in all three regions of

t hroughout the tnaesnhnantosalmuhAhsasooinati on for
Steaml2)Moteaei de on the formulation and valida
found e( EGewhker Al t ami mi , Sard | nkereindamdér0 EA0 2 1 ;

Water Spray

Spray Nozzle

Condensatio Relief

Valve

Jl
) @ .
o ® L o]
l o (o] ®
5 O] o @

@ Q) -
o] @® o

Heat
Loses

Rainout o ° wall
® Saturated ° a _
o Vapor © _ Condensation
<:| ® o @ o -

Backup—= Sl Proportional
Heaters Heaters

Subcooled

uigm

In/Out

Hot Leg

Fi 82 A sketch of the pressurizer model (£howing
Genk, Altami m2Q2hnd Schriener

During the simul attehe FPI &dss umi zéri sSismtcltii mkn

alone program decoupled from the integrated F
hot and cold | egs of the plant specified iIin t
time i n msamuilantesd. tThe ther mophiyrsi wat erqpropeno

pressurizer e¥a&lgudteenpeatattuhe bBotd those of t h
nozzle at the top of the pressurizet easepravyal
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water droplets into the wvapor region of t he
pressu3 &2 (Fhg. pressure relief valve opens int
increase past a preprognamedvaprees ssuprreays ettppoil
system pressure to nominal wvalue.

Table 3.1. Design and operating parameters of a PWR pressurizer in present analyses.

Par amet er Val Par ameter Val U

Nomi nal pressyl5. §Max. waterd /sspray [0. 04

Tot al intefnall59. 4Proportional heatB370
Nomi nal water |[28. 3Backup heater powvl, 23
Wa | | inner dig2.54Rel i ef valve setpgl7. 2
Wa | | outer dig2.79Spray upper setpdl5. 8
Overall height12. 7Spray | ower setpdl5. 6
Strait section9. 98Proportional heatll5. 6
End dome radidJi1. 39gProportional heatlil 5. 3
Surge |l ine | en25. 3Backup ®Bedtpon nan |[15. 1
Surge |l ine meg0. 49Backup heater offll5. 3

The pressure PLC regulates the system press
el ectrical power to the pr)3poandotntaed a@amaenibrag k:
the pressure relief valve. The PLC receives t
of the pressurizer via the LOBO NCS data tral
back control Ise gnwatisous fawdnpatsitons i n the pre:
pressure is compared within the PLCO6s | ogic
various cont r3@!l, fBdapeei ons (Fi g.

Fi gBBe shows the responsex!l bér g htorpr bbhe amed

proportional and backup heaters with changes
increasesppagtambe Ipreh setpoint of 15.686 MP;
of water spragi omtof ttheke veapessurei zer , proport
unt il the nozzle is fully open whe&8)th€Ehsysae
of water spray in thhe whoadrlt he acdlese 0i. Sh4f4 31 Imy
the pressure decreases below the | ow setpoir
increase the electrical power to the heaters

reaching 15.3340 WMRas(PpPr@ssur e rc osrtreeasdpyo nsdtsa tteo
t her mal p®Wwe.r T hTlea brheexi mum power to thepsproport
Wi ttthe system pmwmaeseareasenbehaow the | ow pres
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turns the i mmersed bddlshm leeaantpeor & thoeo ntaod ivnacproe
the présB8@NI mealkdpsst ore the system pressure. Th
the | ower region of timerdpruend 9 krei zere spu pomploy t1 .c
in a binary setting of either fully on or ful
the system pressure decreases below the setp
pressure Iinhreapperabetvoi ndtl afn BBF.I Ppdle sMPuar e( T
PLControiln lItohgea cLO®GB@3)HNEH| ( est hteo ebmutlhat ed and ¢
hardware PLCs investigated in the present ana
and e v a lensare¢ tbedsante cesponses during nominal operation

Spray Control

Spray Rate (%)

]
1
iPressure

L ~
rd

Nominal

\ Proportional Heaters
Control

Pressure

b
”

Proportional Heater

Nominal

Backup heaters
Control

I
I

|

1 Pressure
L 4

~
>

Backup Heater

Nominal

Fi 83 .Contr ol functions of the pressurizeros p
proportional anBeblhckApt Amiamie r sAahdr iSecrherri ¢
andG&nhko p 1

The emul at ed PRddCurucsee saracnhiapeect ure using the
(Al ves and wMarhriins &20Rla8s)p it & | machi ne. 't comp
written in -3 het drEdCar6dl 1s3tlr uct ured tEeAltvePsL Carmpd
Morris 2ZIhe8)virtual machi ne uses(\MMvea rveoWwald 9 )v i
a Windows 10eserCemmemomimpati on with the OpenP
using the Modbus TCP protocol. The other PLC
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commer ci-Bid adAl@dye nMAcrol ogi X L3I3ER PLMBTWIPt h P
modul e to suppommumMod®iciko il € RG@eacn ka N.AA0 PHHe Pr oSof
modul e i nter f aBreasd |weiytdhs tphreo clelslseonr®d moadcukl pel at nher.o L
t wo PLCs are both configured with one Modbus
and fogr regliditers for the control sFiignal3s 3f or

The data broker and the communication inte
pressurizero6s Simulink model to thehienpglhtCsr em
the four out put regi steBk) .t olnt he mettwsmuk i zep
broker and communication 1interf aceseanrdei nagn ad aotg

digitally to the PLC and rdegaitwailng otnhe o alsuags
pressmadeleruses a simulation timestep of 10 ms
PLC with OpenPBCadheyt poadyAilcah PLC are varied
testing netwemiul abepde PtLL tamel t he server runn
Al |-Berna dMiecyr ol ogi x PLC connected through the a°
NCS pl atf or-mt&leo dhm.r dwhme eMani PI O program runs ¢
the emulra¢epmprde PdrCt-¢c mmpraonciysheedr devi ce on the ne
Modbus TCP traffic to the pressure PLC

The next section presents and compares the
pressuri zer to both the -Brrmaudll &etyedpraemsdsut be PhE
simul ated transient -i innvamldvuiudshwregeeemtuent ram saumr
PWR ©plant. These results are of nor mal oper a
simulated Modbus FDIREOgpnegaamd(bBygthad. Mani T
are of thwei tphebsuhi zbe emul ated and commerci &
FDI As.

3.3.  Simulated Surgein and Surgeout Transients

The emul ated and -Brhad|ceoymnperrecs sautr leel Ppe@es s d u rnikz

physiacssed Si mulink model in the LOBO NCS pl atf
in andudungeansient for 42r0p urisr. & cTahet 8 MeBd &F b g we
compare the responses of the two PLCs for i n
transient starts at t = 0 s with the pressur|
water | evel i n the pressuri zuer of 4$622-8mK. amd
of water from the hot | eg into tB8&a)praemsduirtize
increases |inearly t3dadf o2Brkg/ pe(podnbDédfé&Dns

then held g/teafdgr a1 0@ 534ka)p obh enftor3e ide cHiegasi ng
over an additional a dgaliodhef sadges(phientwasd e

34a) and compresses the vapor i32)tkwdicecppemcre
the system3f¢pbepssbner ¢éE§pgnse to the pressure |
rate of wat er droplets into the3l)ppeTheapapoc

condensation onto theneatemurfnonocpl ef s téamred pomrsEt
the system3gbgessure (Fig.
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ing the progresevemt ot heheressgee PLCs i
r droplets, which peaks at 31 skegs/ st oatz etr o=
system pressure drops below B8ha) seTdphoi ntr

in of wated efframdthé@ehonjected water through
l evel in the presswuizef. waherségoentiha!l ps ernsg
begins at t = 400 s of th3tagi mwmldati enxcc rterasresi dn
kg/ s to 25 kg/s over a34mer.idd dfhem0 hol dpoicrotn
100pei (t 34a)n, Fbgf.ore decreasing linearly to I
Fi 84a) . Tohet s evget decreases the W@haeyr drdeth
associated vapor expansion (iFm3g) heletopasegt e
pressu3deb)(.Fi
N — 1 10
[ : ! : A-B PLC, 2 ms scan time ]
20F A\ T | 19
@ : E| ABPiLC 5 ms scan time ] -
_{? 10 [ (3). Q 77777777777 OpenPLC, 2 ms scan time 8 é
:a; v OpenI:DLC,Sms scan tlme: @
] OfF—F "+ ‘ 17 3
04 i ‘ ] =
[ Q
R 11 S B 6 &
2 L ]
)]
20 5
30\ 14
16.0 —T T T r ——
[ @) @A) A-B PLC, 2 ms scan time ]
15.8 [ AL gy B ””””” A-B PLC,Sms scan time™ "]
Q‘? 156F TR Q 7777777777 OpenPlC 2 ms scan time_:
= ' 1: Surge-in beglns ; ]
Py 2: Surge-in rate reaches maximum Vv OpenPLC S s scan ime_
5 15413 Surge-in rate decreases 1\ N - WY XTI
a [ 4: Surge-in ends ; 3
© 15.2 -5: Surge-out beging N S
o [ 6: Surge-out reaches maximum =£
15.0 [~ 7: Surge-out decreases------------f-----ooooooo T
L 8: Surge-out ends @) (8 (b)]
148 ——— : : — : o
0 200 400 600 800 1000

Simulation Time (s)

84 Compari son of t he -Breadp eerys ehsa rafwatr e aAldl €rm
with input scan times of -2n aane 6 meya@d ot Bn
When the pressure drops below the setpoint
the electrical power to the heaters which hel
vapor r e3Ri)onan(dFihge.nc e, t he3d3p 3t elMopeebesless( Fi
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pressure continues to deocurte acsfe wvbaetcearu sfer coni tthhee
the hot | eg even after the power of KHK€&i gropo
35b) (3Lgd bl eT heh ebaacekrusp switch on when the press
pressure setpoint and su@pil gcraema saed dfi It a omaé v d|
vapor region of 3tblkeg . pTdes wraiczkeurp (hFeiag.er s st a:
presrssuadaceches the setpoint to turn them off. I n
sl owly increasing the pressure until it reach

35 — - T - - - ' - - 1 T
b ( ) ,,,,,,,,,,,,,,,,,,,,, e A‘BPLC, 2ms scantime 3
w 5 i @/ D A-BPLC, 2 ms scantime ]
= 5F ! ! !
g [ OpenPLC, 2 ms scan time
o 20} ‘
c ;
o 15¢F
> [
[ L
s 10¢
n :
5t
0
500
400 :' ”””” B””"’%”A B PLC,5ms scan tImE”””””””’”: ”””””””””” '
= [ O | OpenPLC, 2 ms scan time ; ]
< 300 A B R R A : Surge-in beging—7
X - . .
= - : Surge-in rate reaches maximum 1
@ 200F : Surge-in rate decreases . ]
% i : Surge-in ends ]
o 1 1 k : Surge-out begins
100 e B> : Surge-out reaches maximum ]
i : : : Surge-out decreases ]
0 HH [ » Lo : SUrge-out ends - - (b);
[ . . . i . . . i . . i . . . i . . ]
o071 71— —
[ ———— ABPLCstscaqtime A [ RO AN
1200 = S SRR \r\_liuua_i - ]
. |:| A-BPLC,5ms scan time ]
S 1000 F—y 1"6,5é’n’p£6’é’m’s’gaaa’ﬁm’e’ ””” @) ;
é 800 ' ”””” + ”””””” OpenPLC, 5 ms scan tme | ”””””””””” '
o o S D A | O ]
= 000 1 | 1 1 -
S s ! ! ! ! ]
a 400 - e ] p
200 | oo (5)(8y | | ©]
O ZD FEANIVA | IO m (\I LINGZ o N VLN 4 m e ‘777777 77777 - .’””1‘ OI INLZ (E-
0 200 400 600 800 1000

Simulation Time (s)

5 Responses of the water sBorraadyl eayn dh alr edamae res
emul ated PLCs with input scan times of 2
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Foll owing the-oenhdobf waher sunge the hot |l eqg,
reaches a higher steady state |l evel than the
34a) The simul at eidn seemgeb etqdragdd smdge emove equi
water to and from the pressurizer, the differ
events is due to the i nq achpatdlsewatoréean sipegmty. dur

30 r______FDIA Sta‘rts,,l,,,,,,l ,,,,, ,: ,,,,, R : ,,,,,,,,, 1:ISurg<la-in b(leginsl,,,,,i ,,,,, ]
[ 1 | | 2: Surge-in rate reaches maximumj]
— - ! ! ! 3: Surge-in rate decreases
K 20—/ N I N A 4:Surge-inends™ T ]
2 i 5: Surge-out begins .
~ 10F-f A A e 6: Surge-out reaches maximum: - - 4
Q [ (8) 7: Surge-out decreases ]
¢] - 1 1 ( 8: Surge-out ends
o OF—— A e S ‘ ‘
Q) I
© 10o0F- e BO)NB) (7)o FDIAEnds_ ... __ ]
2 :
n
20 f e e R ]
[ FDIA Overwriting Pressure Register (a)]
-30 ) ) ) 1 ) ) M 1 i ) i )
8 § i ) ' ' ' ' J T ! " " i
[ FDIA Overwriting Pressure Register : Normal Operation
[ ! | ! A-B PLC under FDIA 1
P I NG . . == _OpenPLC under FDIA |
é I I I I
g
o 6 !
— - ‘
o [ :
S gl A (<) DTS N () W N Sy i
= 7t 1
4t . . ffffffffffffff (7)(8) ******** FDIA Ends: ***************** (b)-
17.0 T T T T T T T T T T T T T T T T
[ ! ! 'FDIA Overwriting Pressure Register]
165F S SN o FDIAEnds h
< [ | | > | | ]
o i ‘ |
2 160F Y|/ @ ‘
) - ‘ 1
a L
@ 155F
9 L
o : |
150 p———~ Normal Operation | T ]
[ A-B PLC under FDIA ]
L — — — — OpenPLC under FDIA i i i (C)
14.5 b—m—— — —— —
0 200 400 600 800 1000

Simulation Time (s)

Fi g6 .Compari sons of r-Bspdhegs hawr divarAd | and em
simul ated s-eguantiugaurgemge during nor mal
anFDI A.
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Il n summary, the simul 34 eaBbd showi ehatrebel teg:c
the emulated PLC using the OpenPLC runtime 1in
ti mes are indistinguishabl e -Bmadl etyh oMdiec rwoiltohg i
connected -iabshilco @ p d3d&3iSegs).. Thi s agreement hol ds
scan times oThedde amas RIOt smsconfirm that during
emul ated and hardware PLCs I|inked to the pre
platform display the same system response.

3.3.1. Responses of PLCs while under a False Data Injecdtiack

The results presented in this subsection ar ¢
hard®PaCe subjected to a simulated Modbus FDI
pressur e. The Mani PI O program FDI AhenLOB® NCE
register of the PLC by sending a false input

pressuri zer model used to - nmualnadb eg utrtgeea nssainmeer
described earlier (Seattiloyn a3 .4i3nr.r tafinee gheDdghh esd al
val ue. It writes a false pressure of 15.0 MPa
the system pressure. At this pressur e, t he | ¢
proporhteiadreals t o operate at their maximum pow
( Tabl)e. The FDIA continues to overwrite the r
SuUrigne ane ug uregedbtas) . ( WWhge.n t he FDI A estnudrsns tthoe i
nor mal operation state and attempts to restor
definegriogr pmeesdure setpoints (Table 3.1).

The results3.i% fFroguae& MBMs6IinNnput scanyti me s

| ters responses of the PLCs compared to nomi
egister causes the | ogic programing of the P
ozzl e and to the proportieomwalt eand elvaed k aph dh esqa
n the pressurizer. Nominally the twoi PPLICYS pr

ncreasing the spray rate of water dropl ets
ommensur ate ewiitrh gyt emmcpreeass uvirre g rFd gt. h e . SE) «

a
r
n
[
[
c
[
p
t
t
S
p
t

nitially increase the water | evel i n t-he pre
ressure value to the register of theaPLCatew
o 0 kg/==x)(Firmg.i s83ngb the electrical power to
urning on the bacckarmpdchF.alThres ma@amkmiipgul 2t 8lbn of
ignificant i1increase in mhk 6é6Fsgem3pbeyrsuiibec
eaks at 16. 8 -BWPadIwayt hPLG,e aAdnd eh6. 7 MPa with t
o only 15.8 MPa during nominal operation wit
The combined effect of t he | rec rweaatseerd epnrteesrsiu
pressurizer when the PLCs are wunder atnh eFDI A
pressuri zer, compared to nor mal . During nomi:i

compared to 5.94 m aBdad&IL&PB altnd wi hkh eMmal Al ¢ @ |
targeted by the 36bpwui iang@dt F®1 ARD( Aj gt he Mani PI
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overwrites the 1input register for the

proportional heatewer adnd hteo rt urax i onm mt Ipe
the LOBO NCS data broker and communi

ti me,

pressure value to the same Modbus hol di

50

Spray Rate (kg/s)

50

40'

Spray Rate (kg/s)

50

Spray Rate (kg/s)

40j
30 ¢
20 |

10

of

F 2 ms PLC Input Scan Time ! 1 1: Surge-in begins ]
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At few instances during the attack, the PLC
attempts byprtohger aMantioPlcOver wr i t e iBr.adThiys PrLeCs pi
Fi g8 b38b, 3@bhdand for the emul at edi7cB&cC, M@dadh Ope
araes series of wvertical spi kes. I n rresipogstehe c
heaters 38fcf a@fdcgs.and opening tBék9gpr ahemo z zl
Mani PI O once again successfully overwrites th
turns the proportional Bt BEHOAE Up Tleateesulbtas
emul ated PLC show similar frequent inconsi ste
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Fig.B8cWup heater cont Baoladf eycthiaocrmdswauw i iPd CAlaln
PLC during normal operation and under an [

After the FDIA ends at-in anddadgsntgmntshendgi mull
PLC returns to nor mal operation and the contr
(Fi3Bdr &BRUc) i n response troedswer @ raured hii ghr esayssd
water spray to relukck. tleepsessemep( Esgnsre de
the condensation of wvapor onto the surface of
|l evel s off ataael g3becu)e.s (Tehaedysi mul at ed FDI A by
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competes with the communication interface wit
hol ding register of the PLCs. This racieorcondi
to the PLCs reading the stored register value

The LOBO NCS cpornongurnaint asteinodns t he new state va
the pressurizer Si moOmsi.n kIl nmoadaen t roanscte,b ettvheer ¢/d e t ¢
Modbus write requests by the Mani PI O program
Fi $6-39 t he PLCs' scan time of 2 ms is ~1/9 th
but is only ~1/2 that of tihme Mdainfi fPd rOe ncceemmuan
responses of the two PLCs when subjected to t

100

Sucessful Pressure Overwrites (%)

-. ,”OpenPLC under FDIA Overwrltlng Pressure Reglster_

50 i I
1 10 100 500
PLC Input Scan Time
Fig. EI.fleC.t of increasing the PLC scan ti me ¢

hol ding register overwrites f otrardetiemmulta
system pressur e.

The emul ated PLC with OpenPLC relies on an
through the network adapter o f the server no
runti me has a software ndthwdr kmanamgmsni Mad b
communication on (Ailtvse so ppe2d XNO@m i sthiet ot her hanc
Bradley PLC uses the attached ProSoft modul e
the data brokKeArl-Bead!| Man@Pth®Yul e passes on th
written state variable and contr ol signal s t
backplane on regular schedul éAl-Bradrenl 20Hd8Y) i

With the indepeSwodentmoyd urluen nmannga gdhrnog t he i nco
as contrasted to the intermBalads$ ybrPdut iereacitrs
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number of wrhe epereiqoudeisct s sent by the simul ated
t he -BlF hdPhLeCy wshuiblje&E®t At os more consistent. On t
of the emulated PLC is more irregular as to \
TCP write requests sent by the two pregrams.
requests nine times more frequently than the

regularly fails to supersede the true pressur
T T T T T T T T T T T T T T T
30 FFDIA Overwriting Spray Register—--:-........_._._._____. R L: Surge-in begins 3
- ! ! ! 2: Surge-in rate reaches maximum
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w 20 4: Surge-in ends ----------------- .
(@] - 5: Surge-out begins E
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Fig. Cd&mbpbhri son of the respons-BsPb€s waderi s@r &
oper aturmdaerantdhe spmaudsaudrea. FDI A
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The smal.l di fference in timing between the
Modbus TCP communi ebhsborm®nbyi Mane®l Oo the irr
pressure holding register with the emul ated P
overwriting tOpenPgCstemef i muhated FDIA rep

bet weentd.£250nsms (Fi g. 3.10). The scenario re
det errrhieneg ange of the successful percentage of
of the PLC increases the percent agke ovalthe cfu
i nput scan time approaches ~100 ms the Manil

pressure value > 98% of the ti me.

Fi 8L 0 shows the r eBsrualdtlse ywiPtLhC tumed eAl Itehne s i mul
scan times of Pnmboamdc &s ens, the FDIA succee
hol ding register for the system pres®8uiPeC> 99
under the simulated FDIA contBibuesTlhe hogdhesc
prvd des more opportunities for the PLC to en
Mani PI O before It reads t he regi sWietrthheal es
communi cation periods for the LOBO NCS ,interf
there is a possibility that the | ast enacted
and not the false value from the FDI A. Consec
supersede the true inputs.value even for 1|l ong

The presented results show the simulated FD
emul ated and t her adblmnmerRL @d ddAddiemg most t he a
PLC with OpenPLC is alterBerdadllegyd IPILEC#ON c b mp a ha
99. 8%). For Dboth PLCs, the simulated FDIA cau
The success percentage of the simulated FDI A
depends on the scan tmomeo todfnitchal IPyL Cviatnhd iinnccrrees
The next subsection compares -BrhaedlIreys ppInGsx sc orft
the injection of water spray drop3d6éet.s i nto th

3.3.2. Responses of WatSpray PLCs to a FDIA of Holding Register

Il n the second simul ated FDIA scenari o the Ma
registers of the emulated and hardware PLCs t
nozzle in t(HFe gpr &8s LYyr.i zZTehri s scenari o investig
di ffer from the previous case which targeted
pressure PLCs attempts to supersede the outopu

This value updates internally based on the sc
the LOBO NCS communication and data broker pr
The phwupsieds Si mulink model of the p+4a@assawmdi ze

Ssuroguet titanmeiseri b8dapawlitbrthEi gi mul ated FDI A
of the PLCs for the water spr-iary eovcedltdl sa() hiOg.hbkbe
Mani PI O program writes zer o watperrays pnroazyz Ireatcel o
increase the systemnprods swmarteerd urrionmg tthoe shuortg el
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|l asts for a total of 800s aBdhaheéwarid RINGCS rte
operating nmnkdildap!l |y (Fi gs.
FigBL#843 compare the responsSBasaddfeyt Pd Camuwli &'t

scan time of 2 ms, both during nominal oper at
the simuiiatddansigat the FDIA di srafptshée hBL @
causing the system pressure to incr3édasd¢ibseyo

311c) . Wi t-Bir aadhlee yAIRLle@ under the simulated FDI .
compared to 16.8 MPa wiild) t hAhseungadriaetsesdi nPgL G h(eF
of the water spray decreases the water | evel
| ower rate of the 3althe)r. sWirtahy tihneg eAcltlieonn B(rFaidgl.:
in the pressur iczoemrp apeak st oats.5.894n myi t h t he em

when both PLCs are operating normally.

The water spray PLCs <control the proportior
transient without and with the tsearmBRRitge.&i FDbI /
nomi nal operation-oatt tthe mst daret pofestshue i g@erge o

PLCs increase the power 31Batjhe Whreomp drhtei oPnLaCs |
FDI'A the high systtemofpredstuseyvy @#tl ¢ hkidgs.t ay s

activation of prdp8btiammalc) haatder s (hkFighsor t he
on the backwBfa3Hean8trFabFleg.di fferences -in the
Bradl ewarkrarPdl C and the emulated PLC during th
spray funZlti3lo3n) (aFriegssmal |l er than that observe
pressuB®39()Fi gdg.he simil ar -Breasdloynsarsd otf hd hemuAll d t
the FDIA i s because the PLCs wupdate their reg

same interval as the input scan tiarne oodmpemoi m
with the communication interface to write to
pressure input holding register.

The differences in how the two PLCs manage
mul ti pl e soueactest ldeoiers mwéear alflf response. Howe vV

the Mani PI O program attempting to overwrite t
program is not competing with the Modbus TCP

i nstwedad the PLCOs scan cycl e. The simul ated
hol ding register of the PLCs controlling the
before the communication interfastoseddsathbe.

The analysis of the simulated FDIA on the w
scan times to determine the effect the FDI A s

314) . The emul ated PLCsnusead imspuwtnds addrd® tmsme s
Bradley PLC used input scan t3ilmeshofv 2handi Bc
the input scan time for the emulated PLC incr

overwrite thwealowaga.put register
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|l ncreasing the PLC input scan time increase
by Pbh€ to the output hol ding register. The p
requests (~1.1 ms on average) i's much shorte
communication interface (10 ms). When 5Mhems np
the simulated FDIA successfully supersede t he

obtained resulBradWwetyh hahdw®f ée®LC suggest tr
susceptible to the simulated mDil At drhtanwitthke te
observed for the FDIA targeting the pressure

100 EEEEEE R o sowoee
el pie B ST ETEIE

e 2l N O Ut O O B
e ‘ T
S € T A O -
S 90
Qo
> 0 £ S S E
O
> ,,,,,,,,,,,,,,,,,,,,,,,,,,, -
g
- SRS ZSUN (S o 0 O S S SN S S S O 0 S S S i
o | /O oo ]
=
@ 80
Q B ™
> /O OpenPLC |
7 ¥ aBPC

20 T ........O.penPLC ;unde;r FI;DI'A: O:véer\:/v:rilting Spra;y Re:gist(:ar"

1 10 100 500
PLC Input Scan Time (ms)
Fig. E3fk4t of input scan time on the success
register for the emul ated PLGvadwerri nsgprtaty
control

3.3.3. Modified OpenPLC Source Coda Overwriting Modbus Holding Registers

Based on the investi$attihom 2 eguimbsi predenee
OpenPLC soiusrecveelcoopdeed t o i mproveal hescaaongi sntee o
PLC with the input scan ti mei.apphleicenmbbdef eed!| &
pressure PLC to determine the effect of i1ts r
results for the modi foed Bod unpamgisegadf OpmaeP.
to 50 ms and while an FDIA targeting the holdd

are repeated three times for each of the i1 np
obtai nedt rienspudtt sscan ti mes greater than ~5 ms
OpenPLC code ar3déd5j heAsammallFeg. input scan ti
code i mdrigghddd the success percentage of t he
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modi fi ed FprentPhLeC. s mal |, mbd ncpounts issadaeem td y arlees | engt
modi fied code (Section AlefRf ¢ cdailelroiwys tdte meg hge rh
regiTshheasssres s bpport using the devel oped modi fi e

PLAsh OBO NCS.

g wof o

” S R S l - TR TN
9 [ ‘ - A N B S S
s 90 : —
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g [ ﬁ:::;ﬁ%?ﬁ]::: - I S I SRR
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= 70 7 | | —
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2 60 S . —

&) Zﬁi%::::i R L Modified OpenPLC Source Code "]

@ SRRSO MO RSO M O Original OpenPLC Source Code -1

50 ] ] ] [ | ] ]
1 2 5 10 20 50
PLC Input Scan Time
Fig. CP>mpbmri son of the results with original i
the overwrites successebPsLCoOf Moldd us minlod tde a
during FDI A.
3.4. Summary

Thi s section presented the resul t-Br aodfl eiyn v e
hardware PLC and an emul ated PLC while wunder
scan ti mes. In these simulations, the Mani P
successfully manipul ates -Brhaedl| regs phoanrsdevea r ®@f Ph.c
emul ated PLC witlgegiimyl dthed siyBIt &gn tparessure an
for the pressurizer. The FDIAs ei Mbébushholgei
registers or overwrite the registers for t he
attempts to overwrite the value of the system
force them to activaweianimeérsadr eaoPotheompalwe
value and turn on i mmersed backup heaters.

The second si muitetlad H®OI di nogr er evgi st er of t
function to disable the water tsrpgmtyi ofnt ® e d lhen
Surigne aneouduedFwaPLC scan t,tme @fr2emBagesof ul
over wryi tseismuhleatFell A targeting iar lowutwpanf Ghod di n
first FDI A overwritifg9o8& vE 9OBe8%Wnpat Opghnes
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94. 1% f-Br PLE8E. AThi s is due dfohd heutfpwrtqureadgi gt
PLCs®6 cont.r oln pdrdoetrricamsptu,t r egi sters arebwpdate
t he data br okceart iaonnd pcroongmmuanm each 10 ms si mul at

Results show that the input scan time signi
hardware PLCs to the simulated Modbus FDI As.
ti me has d fnfeegrleingcieblien t he control the respons:c
the value of the i nput scan ti me. However, wh
of the successful overwrites increfaisest wFbhA
Si muh@terwriting an I nput hol di ng register,
approached ~100 ms the Mani PI O program succes
t he Iithme.sesdaonmudRDOIimMgover writimg regioutteru,t vhlod rd
scan time of the PLC increases beyond~ 50 ms
true spray rate value > 99% of the ti me. Thi

OpenPLC soThrecleancgoedse . made to the source code d
emul ated PLC in the simulated FDI As.
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4. Summary and Concl usions

This reptome wetlki perfor med t o cdaepvaebl oofpi tahneds d
Nucl ear Il nstr umemutlaattiioonn & NG CrStirmnp)l pSiat f orm de:
of New Mexi co, in coll aboration with Sandi a
awalrTd. s pil éotafserdm on the NICSIM architecture
i nvestigat e tstiancuklsa toend PcLyCose rwai tohfi na driegpirteasl e nlt&Q
pl athawever, the platform modul arity makes exp
pl ant types, Il ncluding small modul ar drdd micr
documetf fsoulctc e 3§ 3 frdlelxvleyl o pe db hidadmddl®itshe emul at e
PLCs in the | &C systemst pmy shiacseeqd eels ndfatti lve

components and the integrated PWR plant.
ThieOBO NCS phaéeddbhegaresponsdacfedt e mphy snikc snc
a representative PWR, and c anprdmentrso miinmk e do |

transients saanwrde whieygie®lLICat ed dSFiDhWlsaetaedther star
sceniamr itoemé gi ns f r omocreirtoi cppdavectondi hues unt il

nomi nal full reacidnorT hpeo veerru | aft e 8, P ht§hseM Bpul cacnets st
steady state nominal full pOweri mPiLEihdckd almdt iod
independent!| y nbwetonc eratl u etsh embriematcaiomr 6s st at e

prpe ogr ammed ssehtapratmmu rsi.tciamteeobtet eve®inmul i nk model

PLCs in the LOBOabMMh&d pPLaCsf otrom ensure smooth ¢
t hsei mulsdtaed upRes @l ing threatcea p atbhiel iILOBG NS pl a
to couple a multitude of i hd®iprmumidiemdto fynoat alln n
represent altaawvied n wundlieearduml pl ant component s

The LOBO NCS platfand abmpal &dofetghten gpaltaendt dur
the sempari o ofstahi¢amememéiint o odbatng a si mul
targeting the Presaudrdl pJLOvVveThwe oEBPI A fap se |
PLC6s holding register. The simulated FDI A i
pressure by manipulating the Pressure PLC to
heat ers nantdhet usuinbrmer ged backuf@hpke &aétrAesmpitne dt hte

oveit grhe system pressure every timestep. How
interface occasionally wrote the true value o
response, the PLC sends commands towaenhi ¥t hte
mani pul ated pressure value is | ower than nomi
region of the pressurizer when the true syst ¢
did not impact the steadyngi sbeisimbhbkbasgdt EDlI
PLCs | inked to the Simulink PWR plant model a

variables within their preprogramed setpoints
cal cul at ed fotratog hwear ipdlalngs component s.

Results dthmonsntarbatled yFDFAthe oeovenuwnritte t he
PLC 100% of Tthhes thietheavi or wadetfeertrhibneef i evtest o
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pr ogr aimpeudt secfant heom@eliChs r edlupassmeyeul at ed cyber e
Cal cul ated are th8raekepynbasdwadaranPIlAClIl and an
OpenPLC while wunder simulated FDIAs over a
simul ationsatttemet il Ade mahep responsBesadloéy bo
hardware PLC and the emulated PLC by either ¢
hol ding registers for the system pressure or
[

signals fm@mmray hreatwatiem tshe pressurizer. The fir
of the system pressure to the holding registe
the electric power to the 1 mmersedrpr @mo rtthieo
i mmer sed backup heaters. The second simul ate:
water spray control function to disable the w

Surigne anegdudsuntgeansient .
The values soBnthemenpugni ficantly affect tt
hardware PLCs to the simulated Modbus FDI As.

time negligibly affects the responses of both
Howeverf hmnwhGame subject to simulated FDI As, t
overwrites increases withoringargasetteskbanehpin

succeosvsefruwry t emulFaDtleAdd 1 s consi sttheenth ayr dwiaghee rA
Bradley PLC than the emul at eidatPtLrCi bmwmi tt ehd Opce ntPH
t wo MPla@saMpedbus TCP communi cati on durriensgp aarhsee o
of the emudiange dOiPALCPhICs i stt enftPWwiCimtold i f h&d OpenP
sour cé¢ oecroldiecemogo Nnsi st éisecyn otf i pneersf. omorleedf | cati ons d
alter the PLCOs r esstphosnespep otrot sfiumuulraet erde sFeDalrAc h
pl atfor m.

Resul ttshathowwlger abndbn settings of a PLC, suc
t i e ,r oanfgflheocw t res ppmtdesn ttioa |l & ce/roWir fald tissigurtt s can
ti mehe emul ated and comm&Eeessalcohairdwanél!l WLQCu
Modbus TCP FDIA gener at.dide byedspmen Mani &®fl Ot lpe 0o
cybersecurity events hedfp tidemRL®®i sg gmanit palt
theperation i.s compromi sed

The OBO NCS plianduwlrtma pldiedke pendent | vy operatir
hardware PLCs to a singlnuskawet ab r i mabi ek cmo
simul at ed opeponétiaonr etprraensseinetnatte rnveeb | RWR cylbamts e
i nvest.Exatmpdmsss udyieng the effects of simul at e
pl antdés digital | &C systems on both the Dbeha
responses of the unaffostta¢eed PBCSs abvsd homy t het
prmpe ogr amme dF usteutrpeo irnetssear ch wusi ng t hteh e OBfOf eNCtS
of a succesmspudnmicstdher di gi aald h&&Emptsiyfsyttelse gns
system i s unlhers c¢ypbadattaokh pbausonm abeabhOB®
f odev & nghpree x t gemfeybhérsacurity and autonomous
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met hofderrestri al nucl ear reactor power plants
energlr assgysutcda mg.e
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A.CharacterOmeanHHLoGh LOBO NCS

Theeveleamud ht ed PLCs of the 1 &C architecture
LOBO NIC&st fpoampussoeur cspyr oponetary Op enPPLLC vfernadnoery
use their own proprietary operatingd oyy stteemmsora
proprietary I CS commus, c dlheesysn apweiott @t o fF o r gen
cybersecurity ntge sptliantgf oamdks 2 0AH 8vye.s Tahtned OMoernrA LsC
devel oped by Alves and Moouricegen (02petti8)depreé oemmn
capabl e of running controdd pnragrdams WILICt tperno
|l anguages.

The OpenPLC runtime installed in Linux and
using both Modbus and DNPR3 slu@Poprtaet conine.ct Op ¢
sensors and actuators by installing the soft:
analog |/ O connections. I n this arrangement,
anal og i nputs atnhde robua grud soronc armreecnoed |/ O mod
useful choice for cybersecurity platforms for
training in general (Alves and Morris 2018).

The spence POpegPhb@® selected to emul ate the |
supports-3I E€Cahdxaxrd PLC programming | anguages
commonly wused Modbus TCP and DNP3 over TCP I (
al so suppsCABAppmpautt @col s for integration with
an daissye graphical interface for memoiutr carei mor dt
nonproprietary program all ows unrestricted
comprionngi ssensitive information, unl i ke the P
commer ci al nucl ear pypntall CommeecaatoRPECst en
a real time clock.

Thiceonsi magnopyt necessari ltywalbhe thhhe eda O efndrL C
Therefore, a series of studies are perfor mec
performance of OpenPLC when integrated into t
t he actual scan timendohowhwelOpenPLEmMublat e me
hardware PLCs. The second study investigates
OpenPLC and the data communication interface
guantifies the effetep, otheh®PLEI mmchatitomet i m
net work on the timing and reliability of t he

signals from a Mad |larmh GperuR Ll @ kr unordiedg a Raspbe
A.1. Characterization of OpenPLCScan Time

PLCs perform their control operations in a
each <cycl e, the PLC perfornrs)2t hnraenee |l sype c(iaf)i cr
scanning) the input val uesogr(abm uex exqgu ttihneg itnhpe

(c) writing the output values for subsequent
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mi ni mum time required to oaamplebteotfar sciamclcydail
speed of the pr ocfestshoer ,c anrhter oclo nmpd geixci tpr cogr a m,
and outputs which must be read and written t
operations within the desired scan time to s
wit houtThdee |l paeyrsf.or med study characterized the
consistency of complying with the scan ti me s
for altering the OpenPLC source code t®o0 i mpr
running the PLC.

A.1.1. Methodology

The PLCsd scan cycle performed within a pro
with subroutines for Ail)s. dlisdsencfturfatnicdan songe rf

within the | ospbr ditei nGdl uas/saosi ates the varia
control program to the OpenPLC memory buffer
buffewhareaOpenPLC temporarily stores values
updat eBufbfreorustQunte ssuupdate the internal buffer
i nput and out put pins I n t he I/ O modul e of

(&BufferLock) and the Pthread_mutex_unlock (&
proceds taltrcesssing the buffers to avoid simult
memory | ocati on.

The updateCustomln and wupdateCustomOut subr
OpenPLC program to insert theirinawn OpentPam@. i
updateBufferslin_MB and updateBuffersOut_ MB fu
based on the current received values by Modb
executes the PLC |l ogic progmeamfokbaets|l yhehé onlp
end of the cycle to match the cycle time of t

The UpdateTi me subroutine compares the ti me
had the PLC functioneadnee x &dtel yYOpatn PtLICe pirmmgu ta ms
period based on not just the previouofsdar cy

PLC6s operation period. The program decreases
l onger thanttme unput sbanprogram catches wup
Conversely, when the PLC average scan time r
increases to slow down the PLC wuntil average
To investigatiemd hef aOpemaPLG,camhda source cod:
scan time each cycle. The recorded values are
anal ysis when the PLC program is commanded t
withinnPh€ Ppegrambés main | oop equals the su]
subrouti Aek) (glabs et he sl eep ti me. The tests

operation are performed using the modiyfiPdd ve
3B minicomputer and a VM running the Raspian
5000 scan cycles to ensure sufficient sampl e
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Table A.1. OpenPLC main loop subroutines and functions in order of execution

Subrouti ng Function
Gl ueVar s Gl ues variables from th
memory buffer pointers.
updateBufferslUpdates the internal bui
the input pins.
Pt hread_mutex|Locks/ unl ocks tacec ensust etxo
Buffer | ock) I n a threaded environmer
updateCustomliUpdates t he i nternal [
i ndicated by the wuser.
updateBufferslUpdates internal buffer
reflect the actual i nput
handel @apé&éunct | Used for any special fur
Config run Executes the PLC |l ogic g
updat eCust omO(Updates the internal ou
values by the wuser.
updateBuffers(Updates inferndlunfcaf foars
reflect the actual out pl
UpdateBuffers(Updates the internal b uf
the output pins.
UpdateTi me Updates the time after
determines thehsthRepihpoyg
Sl eep_unt il Makes the program sl eeps
and to match the i1 nput g

Table A.2. Recorded scan time of the Raspberry Pi OpenPLC for different input scan times

l nput s¢ Mean rescan Max. reco| Min. reco
( ms) ti me ( mg ti me (m ti me (m
0.01 0.0780209910. 077864 0.064947
0. 8 0.801547552127.7496880. 063646
1.0 0.99885629¢147.6528650.068125
2.0 1. 998566 133.4689580. 075417
3.33 3.29829616 (|126.8498440. 075938
4. 0 3.99814 168. 3261980. 075312
5 4.998036719121.3323440.0750520
6. 67 6.664421491161.4519270. 0759899
7 6. 997799738§160.6327610.0765629
8 7.997850953123.2870310.0754689
10 9.997705069129. 0731770. 077135
20 19.99686789124. 0008850. 079115
2 3 22.9959836 |162.6019790. 077864
26.67]26.66245814158.0088020.079791
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60 . ‘ . ! ‘ . ; . :
" (a) Virtual Machine Input Scan Time =2 ms

9
|
.._.|7
I
I

Recorded Scan Time (ms)

(b) Raspberry Pi | Input Scan Time = 2 ms

& T
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A
R
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(110 T T —

120 P SSEIR SIS
80 |
40

ot
1000 1200 1400 1600 1800 2000

Recorded Scan Time (ms)
o

PLC Scan Number

Fi. 1 Recorded scan time for OpenPLC running ot
and (b) Raspberry Pi mi ni computer.

A.1.2. Scan Time Characterization Results

The characteectenttsoandf tompares the scan tir
Raspberry Pi and Ki2tluiast snacihhe neecdabéd scan
program running on the Raspberry Pi67fons.i hpst
in TA2blaer e the recorded mean, minimum and maxi
case. For all the cases rundosecahet Rmepber app
63.6, ewith a mini muen.rdmei ngogngestostct@an8cycl e
scan cycle varies significantly and is much |
time function kepguahet metbthescaputi snean ti me
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i nput scan time of O. O1A.n2s .c | Tehaer | rye ssuhlotws tlhiastt
program on the Raspberry Pi is incapabhe of r
i nput mectaasts are repeated for the OpenPLC ru
using the Raspberry Pi are compared to determ
ti me ARiIguTlkis figure compares thenmiecg@rdepdt E
VM and Raspberry Pi for input scan times of 2
not constant, with a series of spikes of muc!
specified in the inpuhe WbMteesubhtedhenchseswserr
the Raspberry Pi, suggesting that some OpenPlL
Pi .

60 l : .
50 (____)__B_?!?_P??_fKY_E!___'_F?_P_L!_t_???‘ﬂ_T!['_‘_?_______'L’__H‘_?_____________i ______________________ ;
40 z__"T__ ______ __ ______ __"__
G 2 s e s e maae S
Py 5 Il e P TR
I i i s i i
|_
§ 109 F(b) Raspberry Pi, Input Scan Time =20 ms g ]
e, . : : i : ]
5 60 ‘_ﬁ____ """ e e e s e
§ 40 [{Hl??????ﬁﬁl? EL ?;ﬁ??ﬁﬁ_
T 9 }rj Aol Al jf};ﬁgtl L 1ad) !cﬁ&/\ﬁﬁ /fg. 2 ﬂgﬁ;ﬁ;’x ”ﬂgﬂl?ﬁn” i
g | T8 i ]
OfL?LJ }’«(_Jféé/__ / &’J]f / &l _aﬁ QML_ ,‘i_ﬂ_
1000 1020 1040 1060 1080 1100

PLC Scan Number
Fi.42Recorded scan times for OpenPLC on Raspbel

Fi gARehows the recor dedpbsecrarny tRimeisn ftolre steh es
spi kes for the 2 ms and 20 ms input scan tim
|l onger than the input scan ti me, resul ting in
sleep time funeduoeas hhOpeh®e|® ti me near zeroc
into alignment with the input -upalcweclcefs,t htehes a
OpenPLC scan time is wel/ bel ow the input S C ¢
the tinpat the recorded scan times become in g
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the next spAi2ke. event (Fig

-(a) Virtual Machine
- 39 i | . 7

60—

Iln;:;ut Scan Time = 2 Imsﬁ

Recorded Scan Time (ms)

| Input Scén Time = 2 'msf

| st s e e s s e e s e e e e S s s A Rt e e S

: é : Input Scan Time = 20 ms|

Recorded Scan Time (ms)
o]
o

20.0 hid

L S i

gl
0 500 1000 1500 2000

PLC Scan Number

Fi.A3 Recorded scan times for modi fi ed (bQpenPLC(
Raspberry Pi
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ThexamiOped RloGr cehebgeeir mmine the cause of t he
during the oper ateicoot dapfdut mé i BhbCti Meef or each
TabA.ée help i dentify which function or ifsuncti

dat a suggest t hat t he l ong scan ti me event
Pthread_mutex_| ock (&Buffer | ock) subroutines
These subroutines are responsible for updat.i
i nput pins tatsomembdrey weéeghsters in OpenPLC an
these operations. For integration within the
physical i nput pins in thecOpemMmim@epcagr am a
PLC6d dihmg ruesegMis i leus TCP instead. Therefore,

updat eBuffersOut subroutines and the associ at
codmecdcki sabl.A8prd&sgnts the rfexrortdleead macdinfoileedne@p
with these subroutines disabl ed, runngs a@gn on t
times of 2 ms and 20 ms iMlpARI as the cases pr
The recorded scan time for the Raspberry Pi
consistent with the specified.A3npet recamr dtidme
ti mes agree with the input scan times to with
time for the case with an pnpsens.&d@8usinndietgloé
modi fied version of OpenPLC on the VM show m

Raspberry Pi. Howeverf,astdkeempdredqueéeéeocy hdécrodbad s
original OpenPLC source, without modification
Further testing shows t hat t he remaining
handel Special Functions subroutine in OpenPLC.
affecting the PLC, as this subroutpmaegrcaomd do fp
the emul ated PLCs. I n summary, whil e OpenPLC
i nput value over the |l ength of its operation
among individual scan cycllegs.du®hitso itnmoo nssui bsrtoe
Open PLC main program | oop for the scan <cycl
OpenPLC source code show i mproved consistency

consi stency suggestLsC tmpate tcH e snmed dyi feimeud a@peesn R o
mai ntain highly consistent ¢ttiimmeng |l boehkav.i or du

A.2. Communication Characterization of OpenPLC on LOBO NCS Platform

The next characterizati on effort f ocuses on
LOBO NCS intlenf alchee (Cpiegn PLC runti me has been |

and successfully Ilinked to simul attioon hmo dhelss
authorsodo knowl ecqge, cmar patieomri aviomgk t he communi
and a physical system has been reported. The

section of characteri zing Q haendc oSinmuwliicrak | mad €
Pyt hon datna etrrf )f rFi g.
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The performed twhoe kefifnvetss iglat dsfferent var.i

cycle time and the reliability of the Modbus
an@dpenPLC. Thes cd/lodsped wenen t wo subsequent inp
Simulink model to OpenPLC. The communicati on
returned signals received from nthebyLiChesSiamt
model . High reliability of the emulated PLCs
can alter the tr anshaesned rneosdpeoln.s eT hoef ot bhtea ipnheyds i c
are used to i dentiinfgys tolpg i appr dprri atthee sSeitmul i
runtime to achieve reliable communication bet

the LOBO NCS test net wor k.

1

y OpenPLC
Tra.nsm:tted Running on
Simulink signals Raspberry
Simulation < ; Pi-4
Model ” Semaphores 5
Running on I
Linux Server Received C‘Oﬂtl’QlL ———————— - 4
signals

(a) Non-Isolated Network

|
|
|
|
|
|
OpenPLC :
|
[
|
|
|

Running on
Simulink Transmitted signals Raspberry
Simulation < Pi-4
Model < Semaphores
Running on < )
Riax Server Received control signals e e e e - = - =
(b) Isolated Network
Fi.84A | ayout of the testing et upOdenPL G eu sciom
i sol ateidsahadt adnne-t wol Bsed( gt Nonk, (b)) I s

A.2.1. Methodology
The LOBO NCS platform is configured with a
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signaldsatas paovider and aessd ngil @gnalasr dwas e tPd C
transfer interface which communicates them to
back to the Simulink model through the dat a
experiment i s a Raesrpbwirtrhy tPhe 40 preAmH LcOTnhpiwstt € e
i nvestigat es dihfef eerfefnetc tvsaroifa bfloeusr on t he c¢commu.l
the Simulink model and OpenPLC Tusewwsy i talbd eBy tah
(i) tdfe negtpwor k set up, (i) the form of the S
time for the OpenPLC runti me, and (iv) the si
investigated effectisohdmeéetloEt h®eohatinkd ¢ hwd rPRL«n
transfer Aft.erface (Fig
Wi t h t-h & o Inaotne d net wor k, t he Modbus packets
University of New Mex.Adao)d.s TERihse rsneettu pn eht avso rtkh g
higemd net wowrakieng@anldande easy access to univers
at the expense ofriipccemsumigc dthieomr odiingdt ance a
outside traffic noise. The | atter aNNotdeddata
packets through a | ocal managed ethernet swit
with simpler network data capture and shorter
switching hardware.
(b@. . Ampliude=1,Frequency=05Hz!

5 : : : g

o

@]

s of

[}

n

_ . _ Amplitude = 1, Frequency = 0.32 Hz

g : ; ; ,
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[72]

3

£

%)

jo) : : : : : :

© i i i i i :

N : ; : : : :

Q ! : : : : i

= 5 5 5 : e :

B : e s e ; e

= : 5 : / :

2 4 5

Simulation Time (8)

and t
communi cated
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E(a)'Sa\.'\;tootlh sig';nal,‘I Tin"llestép =10 rlns, IScaﬁ time = 20 ms '
08 ]
0.6 3 "B PLC return sianal ]

[ Non-Isolated Netwolrk . Simulink signal ]

C T T 5 T ]
1.0 - j ]
08 :
0.6 "o | PLC return sianal ]

[ Isolated Network ; = Simulink signal ]

0.8 0.9 1.0 1.1 1.2
Simulation Time (s)
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Fig. A.8.Recorded communication of a sawtooth signal on isolated andaolated networks.

The performed study also investigated the e
the Simulink model to the PLC on tlyee divhcrlece t |
di fferent signalresahapawt ceaxtami segdgn al wi t h s ha
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